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1. INTRODUCTION

Network testbeds are an invaluable tool for conducting experiments with real hardware and
software in a controlled and easily manageable environment. Typically, testbeds employ an
emulation component to control the delay and bandwidth of experimental links. On most
testbeds, the nodes are only a few milli-seconds away from each other and the link speed
is either 100 or 1000 Gbps. Such an arrangement is acceptable for LAN only experiments;
however, networks, which have long distance links, experience much higher delays. For
instance, networks with Geostationary Earth Orbit (GEO) satellite links can experience a
delay of 125 ms per hop. Additionally, networks with satellite links can have a significant
variation of speed between the links. Hence, providing a variable delay and bandwidth is
paramount, when conducting Wide Area Network (WAN) experiments.

Link shaping over Ethernet can be provided with three methods: rate limiting at the
network node, transparent bridging, and IEEE 802.3x flow--eontrol. In this report, we will
investigate which of the link shaping approaches will provide the best performance without
inducing emulation artifacts.

Transparent bridging is a popular link shaping approach. In such a case, an extra de­
lay node (link emulator) is used to pass Ethernet frames from one node to another, while
performing some rate scheme. When the delay node receives a packet, it first delays the
packet by a specified amount, then forwards the packet to a rate limiter. If the rate on
the link exceeds the specified bandwidth, the delay node first queues up frames to ensure
that the egress interface maintains the desired rate. If the ingress rate does not decrease,
packets get dropped as the queue overflows. From the point of view of non-delay net­
work nodes, the packets are either lost or delayed. Examples of such link emulators are
DummyNet [Rizzo ], Click modular router [Kohler et al. 2000], and LinkEm. Dummynet
is a very popular link emulator and is frequently used in networking research. Another
popular link emulator is a Click modular router which can be configured to provide link
shaping [Kohler et al. 2000; Agarwal et al. 2005]. Additionally, Click can be configured
to utilized multiple CPUs to ensure that flows in one direction do not affect the flows in
the other direction. The major drawback of link emulators is the fact that they require an
additional node, and hence an increase in configuration complexity, as transparent bridges
have to be created.

Another way to provide the desired link characteristics is to rate-limit the output inter­
face itself. For example, Linux supports shaping via Class Based Queuing (CBQ) [Hubert
and et a12002] and Cisco routers provide a rate-limit command [Cisco Systems 2008]. The
obvious drawback of this approach is the fact, that the node must provide the rate limiting
facility. Additionally, providing rate limiting taxes the system resources. The rate limit­
ing functionality does not imply that the packet delay functionality exists, meaning that it
might be impossible to create long propagation delays.
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Finally, the IEEE 802.3x standard, which specifies flow control for Ethernet, can be
used for rate limiting and delaying a link. The IEEE standard specifies that control Eth­
ernet pause frames can be sent out to the sender from the receiver to temporarily halt
transmissions. Hence, the rate of the pause frames and their duration dictate the result­
ing bandwidth and delay. Obviously, the pause frame approach relies on the fact that the
transmitting hardware is capable of dealing with micro-second precision timers and can
support flow--eontrol.

The remainder of this report is organized as follows. Section 2 provides the details
of our experimental tools and the testbed. Section 3 provides the calibration results of
our measurement tool. Section 4 discusses the results obtained with various link shaping
methods. Finally, Section 6 concludes this report and summarizes our findings.

2. EXPERIMENTAL SETUP

To test which link shaping approach will produce the least amount of emulation artifacts,
we have set up a small testbed, as shown in Figure 1. The testbed has one Cisco 2851
router and two Dell SMP PCs. One PC acts as a traffic source/sink and has two quad--eore
1.86 GHz Intel Xeon processors. The other PC acts as a bridge/packet counter and has two
dual--eore AMD Opteron 2212 processors. Additionally, the PC with the AMD processors
has the node interleaving memory option enabled. The equipment is directly connected
as shown in Figure 1, using Gigabit Ethernet. In the experiments, we were interested in
shaping the output link of the Cisco router, using several methods in order to make a direct
comparison.

1Gbps Click Traffic
Source/Sink

1Gbps

I Cisco 2851 I I

Click I
1Gbps Bridge I

Fig. 1. Testbed topology with a commercial Cisco router and SMP Dell PCs.

2.1 Traffic Generator/Analyzer

To gauge the effectiveness of each method, we have used a high-precision packet gener­
ator/analyzer. The tool is called a Black Box Profiler (BBP) [Chertov et al. 2007]. The
layout of the BBP is demonstrated in Figure 2. BBP is configured to act as a traffic source
and as a traffic sink. The device driver was also modified to embed timestamps into packets
as they are sent and received. The traffic flow over the network was configured such that the
packet path would originate and finally terminate at the BBP. As the packets originate and
terminate at the BBP node, no clock synchronization is required to obtain the packet time
in the network with microsecond-level precision. Additionally, it is possible to compute
inter-packet gap as the packets leave and enter the system.

The ability of BBP to compute the delay of packets in the network and inter-packet gaps
allows us to gauge the performance of a link shaping scheme. For instance, if the overall
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The main drawback of a transparent delay node is the fact that an extra delay node
is needed and that packet drops occur at a delay node and not at the Cisco router. In a
heavy congestion scenario it does not matter if either the router of the delay node drops
the packets. However, in a low-load but bursty scenario the delay node might drop more
packets if it has smaller buffers than the router. Alternatively, the delay node can drop
fewer packets if its buffers are larger than that of the router. This can possibly be mitigated
by profiling a router first to ascertain its buffer sizes [Chertov et al. 2008].

2.2.2 Router Rate Limiting. The Cisco 2851 router has an ability to limit the output
and input rates of an interface via the rate-limit command. The router does not have a fea­
ture to add delay to a packet. Hence, an additional delay node is still required. However, in
this case, packets will get dropped on the router if the rate is exceeded. In our experiments,
we have tested the router's ability to rate limit its output without using the delay node and
also conducted experiments with the delay node. Testing without the delay node is nec­
essary to ascertain the performance of a rate limiter, without any additional measurement
noise.

2.2.3 Ethernet Pause Frames. The IEEE 802.3x standard proposes flow--eontrol via
control Ethernet frames. One node can send a frame to another node to pause its trans­
mission for a specified duration of time. The pause frames specify a duration in 512 bit
increments after which the transmission can resume. For example, if a receiver on 1 Gbps
link sends a frame with a duration of 195, the sender must block for 100 micro-seconds l .

Changes in duration and rate of the pause frames can be used to achieve a desired link
bandwidth. Additionally, the pause duration can be set to the desired link delay. Using
pause frames can induce burstiness into the packet flow, as the link operates in the on/off
mode; however, on the aggregate, it might be possible to achieve the desired delay and
bandwidth.

Pause frames require no changes in the router, and all packet drops will occur at the
router. However, a pause frame generating node is required. Figure 4 demonstrates the
layout of the generator we have used. The pause generator is labeled as Click Bridge in
Figure 1.

Just as in the transparent delay node case, we have used Click and configured it to act
as a bridge. In addition to bridging, we have created a pause frame generator that emits
Ethernet pause frames of a specific quanta, at a given constant rate. The pause frame
generator emits pause frame in the opposite direction of the measured packet flow, hence
switching off the transmitting interface on the router for a specified duration.

3. CALIBRATION

Prior to conducting the experiments, we performed a calibration of BBP on our traffic
generation PC. To perform calibration, we have connected two Intel Pro cards with a single
cable and ran a series of tests, where we varied packet size and rate. The purpose of the test
is to ascertain how much overhead the system adds to overall packet delay. Additionally, it
was of interest to determine if the noise varied significant!y or not. If the noise variation is
low, then the noise can be treated as a constant delay.

In [Chertov et al. 2007; 2008], it was shown that BBP can perform well under a wide

1 195*5l2b X le6 J.!,S = 100 J-ts
le9 bps sec
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