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Abstract— Integrating ad hoc networks into the Internet re-
quiresovercoming a number of difficult technical challenges.In
particular, ad hoc networks must not only overcomeintermittent
connectiity, but they also needa strong incentive mechanismto
encourageusersto participate in the cooperative relay of data
traffic. We believe that inherent in solving theseproblemsis the
development of new applications that might, in fact, be more
easily deployed in an ad hoc ervironment than in a traditional
fixed network infrastructur e.To this end, we developand evaluate
the idea of “coupons” for wide-scaleinformation distrib ution in
ad hoc networks. “Coupons” providesa simple incentive to nodes
for relaying a piece of information. By using mechanismson top
of basic flooding to efficiently control distrib ution, it provides
an elegantsolution for scalabledata disseminationwith reduced
network costs.

I. INTRODUCTION

We are evolving into a societywith nearly constantaccess
to the Internetandinformation.Currentlyaccessat the fringes
of the network is provided usingad hoc networking andnovel
deviceslike PDAs, adwancedcell phonesgtc. Originally con-
ceptualizedor military networks, ad hoc networking allows a
connectiorto the Internetevenwhennot in rangeof awireless
accesspoint. This is achieved by connectingthrough other
userswho relay transmissions$o thosewho are connected.

However, deplgying a wirelessad hoc network in a com-
mercially arenaraisesa numberof issuesIntermittentservice
along with a wide range of node capability may result in
a frequently changingervironment. Since usersare not yet
accustomedo suchunpredictablébehaior, emphasiss given
on providing asefficient connectvity aspossible Much of the
work to date attemptsto addresshis problemby leveraging
theresource®f othernodessuchascooperatie nearbyusers.
However it is often neglectedthatin a commerciaksettingthis
may not always be the casesince operationalcosts prohibit
usersfrom participatingin ary schemewithout appropriate
compensationSuchissueshave a significantimpact on how
existing Internetapplicationsare portedto ad hoc networks
and on the kinds of new applicationsthat might be created.

The goal of this paperis thento develop applicationsand
servicesthat are uniquely suited to ad hoc environments.
“Coupons” is a schemethat expandson the basic idea of
informationdisseminationn ad hoc networks by investigating
incentives for collaboration. Cooperationis stimulated by
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adopting a basic pyramid schemewhere usersare awarded
credits as they passa receved piece of information (or a
coupon) to otherpeople.Using a simple flooding mechanism,
asoneuserforwardsthe couponto anotheya pyramidis built
with the usersresidingat the top receving more benefitthan
thoseat the bottom.

Thebasicideaof a couponhasbeenproposecklsavhere[],
[2], but thatwork only contemplatesheideaandneitherfully
defineshow couponswould work or simulatestheir effective-
nessin a realistic ad hoc ervironment. We are particularly
interestedin examining the network coststhat are usually
associatedvith flooding schemesAlthough flooding can be
effective in termsof distributing datato a large setof nodes,t
is known to suffer from several problemssuchashigh message
redundang.

The contribution of this paperis thereforetwofold; first to
perform a thoroughevaluationof the behaior of “coupons”
basedon various parametersSecondlyto understandunder
which conditions,if arny, “coupons”shouldbe usedand what
tradeofs shouldbe expected Our resultsshawv that“coupons”
is a simple and elegant solution to the problemsassociated
with network flooding. By deploying a simple scheme the
behaior of the usersthemseles can provide the answer
to finding the desired compromisebetween scalable data
disseminatiorand network efficiency.

Theremainderof this paperis organizedasfollows. Section
2 presentghe “coupons”ideain moredetail and explainsour
motivation. Section3 givesan overviewn of existing work and
Section4 offersa discussiorof the metricsand parametergor
measuringhe effectivenessof our schemeSection5 presents
our simulationresultsand the paperis concludedin Section
6.

Il. SYSTEM DESCRIPTION AND MOTIVATION

The basicconceptof couponsis thatit distributesa given
piece of information through an ad hoc network using a
controlled broadcast.Nodes are encouragedo control the
broadcastand to relay the couponto other nodesusing an
appropriatanotivation. Theincentive we proposds anordered
list of uniquelDs appendedo theendof themessageTheidea
is thatoncethe informationis eventuallyused,userscontained
in the orderedist receive somesortof benefit. The benefitcan
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Fig. 1: Couponsoperation

be uniform for all userson thelist or canbe variable,e.g.the
highera useris on the list the more the value.

The key applicationscenariowe ervision is a true coupon
wherethe informationdistributor is a storetrying to adwertise
its service.A commonmechanismfor doing this is through
discountsfor merchandiseNormally userswould have little
incentive to relay this kind of information, but if they could
attachtheir ID to the couponthenthey would receve benefit
if someoneusedthe couponwith their ID in the list. Figure
1 shows a typical scenariowith a storethat is interestedin
adwertisinga coupon.As the couponis receved by a number
of in-storenodes,usersA and C decideto keepit and users
B andD to discardit. The couponis forwardedto otherusers
who comeinto contactwith A and C. When a uservisits the
storeandusesthe coupon,discountpointswill be awardedto
all userslisted in the ID list. For exampleif userE goesto
the store,thenuserA could geta 10% discountfor up to the
value of whatE spent.

The motivation for developing couponsis thatit solvesthe
key problemof efficientwide-scalanformationdissemination.
Although basic flooding schemesoffer simplicity and high
effectivenessn termsof spreadinghe informationto a wide
rangeof participants,there are two main concerns:security
and efficiency.

Security in ad hoc networks is still an open area of
research[B However, for the couponschemewe have devel-
opeda simplebut effective securitymechanismBasically the
storetransmitsits public key, PK, and a uniquenoncealong
with the coupon.Theneachuserin the propagatiorchainwill
usePK to encryptthe receved couponalongwith his ID, the
receved nonceand a nonce generatedoy itself. When at a
later stagethe initiator getsa couponback, he canretrieve the
orderof usersby usinghis privatekey to sequentiallydecrypt
the coupon.This solutionprotectsthe integrity of the IDs and
their orderin the couponlist.

In termsof efficiency, simpleflooding is usuallyassociated
with network overload through a high rate of redundant
messagedt is thereforesensibleto questionwhetherflooding

should even be deployed by an adhoc network, especially
in denselypopulatedareas.In orderto answerthis question
as well as quantify the benefitsof coupons,the rest of this
paperexamineshow couponsfit with relatedwork and then
comparegerformancevia simulation.

I1l. RELATED WORK

Therearethreedimensionsbehindthe conceptof coupons
andthereforethreerelatedresearctareasFirstis the notion of
providing anincentive in orderto stimulateusercollaboration.
Secondthereis work relatedto the performanceof epidemic
protocols. Finally, existing literature describingthe idea of
coupons.

Providing incentives to usershas recently attractedmuch
attention[4. As an example,the Terminodesproject[q spec-
ifies nugletsas a specialtype of virtual curreng in order
to stimulatecollaboratve paclet forwarding. Other attempts,
like the Confidantprotocol[g, addressnorespecificproblems
suchasthe detectionandisolationof maliciousbehaior. Our
couponsis orthogonalto the existing literaturein the sense
thatit doesnot addresghe issueof incentvesin its general
form, but focuseson specificapplicationscenarios.

In termsto the implications of the broadcastingproblem,
related work refers to efficient flooding mechanismsthat
aim to control the numberof unnecessaryetransmissionby
having each node make a decisionon whethera message
should be retransmittedor not. This decisioncan be based
on a numberof differentheuristics,for example,a randomly
chosenprobability or retransmittingonly when the number
of receved duplicatepacletsis belov a certainthreshold[T.
Although such schemeshave beenshavn to perform more
efficiently thansimpleflooding,a heuristicworksonly if there
is anincentve for usersto participate andequallyimportantly
if all usersareaware of thetype of the heuristicandits value.
The remainderof this papershavs that couponscan avoid
theseconcernswvhile atthe sametime it achievessimilarlevels
of performance.

Finally, the basic idea of couponshas been previously
proposedin the researchiteraturein two places:in iClouds
[1] and in eNcentve [2]. In both papersa similar coupon
schemeis describedwith a couponbeing an ID list where
nodesappendtheir unique sighaturesHowever, althoughthe
basicconcepis similar, thefocusis notonthe network aspects
of disseminatingcoupons.No evaluation of the schemeis
available. This paperdescribeghe ideamore thoroughlyand
discussesdts network implications.

IV. SIMULATION ENVIRONMENT

The goal of our simulationsis to evaluatespecificmetrics
and examine how well couponswork in different circum-
stancesBefore explaining the results, we first describeour
simulationervironment.

We have performedour simulationsusing the GloMoSim
network simulator[§. The couponsschemewasimplemented
on top of a simpleflooding protocolwherenodesperiodically
broadcasthe coupongo their surroundingneighborsinitially



| Parameter |  ValueRange | NominalValue |
Numberof nodes 100 100
Nodedegree [0.02...8] 0.3and5
Couponlevels 2,5,8,10 5
Mobility model RandomVdypoint, | RandomVeypoint
ManhattanGrid,
Attractions
Duration 3600sec 3600sec
ShopBroadcastingate 1 coupon/sec 1 coupon/sec
Userbehaior profile Greedy Casual, Greedy
Prob-Greedy
Passve

TABLE |: Simulationparameters.

the couponis transmittedby a single stationarynode that
takes the role of the “store”. The parametersusedin our
simulationsare describedbelov and summarizedn Table1:

Number of nodes numberof nodesin the network.

Node degree the averagenode connecwity degree.Node
degreeis calculatedas a combinationof three parameters:
numberof nodesterrainsize,andradiorange.The association
betweenthe degree and the correspondingset of parameters
has beencalculatedthrougha numberof simulationswhere
each node was constantly broadcastinga messageto its
neighbors Valuesrangefrom 0.02to 8.

Coupon levels the maximumnumberof ID signaturegach
couponcan carry. We assumethat a node may broadcasta
receved coupononly if thereis at leastone free slot in the
ID list. Otherwisethereis no incentive to re-distritute the
informationsincethereis no potentialgain.

Mobility model: we run our simulationsusingthreediffer-
ent nodemobility patterns,asshawn in Table 1. However, as
theresultshadno significantvariance we presenbur findings
basedonly on the RandomWaypoint model.

Duration: lengthof the simulation.

Shop broadcastingrate: the rate at which the storebroad-
caststhe coupon.

User behavior: the way that usersbehae whenreceving
a coupon.Usersmight only cachethe couponor might start
re-broadcastingt with varying frequeng.

Basedon this setupwe performedour simulationsaccording
to the following threemetrics:

Application efficiency. measuredby both the percentage
of nodesthat getthe couponandthe averagetime it takesfor
nodesto first receve the coupon.

Network efficiency. measuredy both the total numberof
transmissionsand the averagenumberof times a node gets
the samecoupon.

Incentive efficiency. measuredsthe numberof nodesthat
actually contrikute to the schemeand more importantly how
much benefiteachreceves. Sincethe incentive for a useris
to have other peoplecachea couponwith its signaturelD in
it, effective distribution is largely dependenbn the incentve
mechanism.
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Fig. 2: % of nodesthat get the coupon.

V. SIMULATION RESULTS

This sectionpresentsa representatie setof our simulation
results. Through our resultswe hopeto achieze two goals.
First, we wantto understanchow the systembehaesandthe
extent of the associatedcosts. Second,we want to examine
whetherdifferentuserprofiles affect network costsand appli-
cation efficiency.

A. SystenBehavior

In this set of simulationswe attemptto understandthe
generalbehaior of the system.The resultsfor eachmetric
aredescribedbelon:

Application efficiency. We ranexperimentgo measurdoth
the total numberof nodesthat receve the coupon(spreading
rate)andthetime thatwasrequired. A spreadingateof 100%
would meanthatat somepointduringthesimulationeachnode
recevved a copy of the coupon.Multiple couponlevels were
simulatedin orderto examinewhethermorelevelswould give
betterresults.Figure2 shavs the resultson the spreadingate
where the x-axis is the node degree, a combinationof the
numberof nodes terrainsize andradio range.

Overall, high node degreeresultsin fasterand more thor-
oughcouponspreadingWith a nodedegreeof 0.45andabove
we can achiere a spreadingpercentageof 80% to 100%.
Concerningthe couponlevels, the more levels, the fasterthe
coupondistribution.

Network efficiency. In this setof experimentsve measured
thenetwork andnodeload.Figure3 shavs the network load as
the countof the total numberof couponbroadcastsAgain the
x-axis shavs the nodedegreeandtestswere run for multiple
couponlevels.

Overall the cost of distribution is closely relatedto the
node degree. In terms of couponlevels, as we move to a
more densely populatedervironment, higher coupon levels
are associatedvith much higher cost. Our experimentshave
alsoshavn thatthereseemdo be no relationshipbetweerthe
numberof times a couponis seenand when the node sees
the couponfor the first time. The reasonis becausevhen a
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Fig. 3: Total broadcasts.

nodeseesa couponfor the first time and how mary timesit
seedt thereafteiis almostexclusively affectedby the mobility
pattern,i.e. who the nodecomesinto contactwith duringthe
simulationperiod.

Incentive efficiency. With this metric we try to seehow
mary nodesactually contritute to the scheme We consider
couponsto be more efficient when it is not one node that
simply visits all othersand passeghe couponbut whenthe
distribution is more evenly balanced.Our resultsshav that
only a small percentageof nodesactually benefitwhen we
usefew couponlevels. It is also interestingto note that the
more coupon levels we use, the higher the awards for the
benefitednodesare. So with more levels we get both higher
participationrateandhigherawardsfor thosewho collaborate,
thus higherincentve.

Figure4 highlightsanotherimportantaspectof the system.
By mappingthe awardedpoints (y-axis) to the time the first
coupon was receved (x-axis), we see the nodeswith the
highestprobability of receving mary reward pointsareamong
thosethat arefirst to receve the couponfrom the store.

B. ConsideringUser Profiles

So far we have seenthat couponscan be very efficient in
termsof propagatingnformation, but at the sametime it has
significant overhead.There is a high numberof redundant
transmissionsand nodesseemto receve a large numberof
duplicatemessageddowever, whatwe have not yet discussed
is userbehaior.

All experimentsup to this point have made a simplistic
assumptionall nodesforward couponsall the time (assuming
they find an empty slot in the ID list). For the rest of this
paperwe will refer to this type of userbehaior as Greedy
What is now importantto seeis how the systembehaes
when only a percentageof nodesare Greedy and when
differentuserbehaior is possible.For this purposewe have
implementedand testedthe following userprofiles:

Greedy Oncea nodegetsa coupon,if thereis at leastone
freelevel in the ID list, it broadcast#t onceeachsecond.
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Casual This type of userwantsto keepthe coupon,but is
not interestedn distributing it.

Prob-Greedy Similar to Greedybut with one important
distinction. There is now a probability function to decide
whethera couponis broadcasbor not. This works by taking
into considerationthe number of free levels in the coupon
and the time elapsed.Thesetwo metrics attemptto capture
the essencef the users incentive to redistritute the coupon
(morefree levelsimply higherincentve) andthe concernfor
batteryconsumption.

Passive. A node broadcastdn a “passve” fashion. This
implies that it distributesa coupononly if no otherneighbor
transmit at the sametime. The motive for this model is to
presere enegy and distribute without directly competing
with others. We have implementedthis type by recording
when the last receved coupon was receved. A broadcast
takes placeonly after not hearingthe samecouponbroadcast
in the last 10 seconds.

By consideringall theseprofiles,we evaluatedeachmetric
by assuminghatall nodesareatleastCasual Thenwe simply
varied the percentageof the other three models. The main
resultsare available below:

Application efficiency. Two importantobsenationscanbe
made.First, in terms of spreadingthe couponthereis little
difference betweenthe models. This is an important issue
sinceit indicatesthat applicationefficiency doesnot require
participating nodesto always operatein the Greedy mode.
The secondbsenation concerngheimportanceof how mary
nodesareactuallywilling to participateor in simulationterms,
how mary nodeshave one of the three forwarding types
(Greedy Passiveor Prob_Greedy. For the sale of clarity we
call thesethreetypesof nodes"profiled nodes”.

Our resultsshav thatan importantparameteis the density
of the area.In the low density scenario,the spreadingrate
increasegroportionally with the increasein profiled nodes.
In the high density casehowever, we obsenre that even with
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a 10% of profiled nodes,we canachieve a 100%distribution
of the content.This is an importantpoint sinceit highlights
the potential of coupons:in denselypopulatedenvironments,
only a few nodesarerequiredto have anincentie.

Network efficiency. An obvious benefitof having only a
small percentag®f nodesforward the couponis that network
costis reducedThis is shovn in Figure5 wherewith 10% of
profiled nodes(either Greedy Passve, or Probh Greedy)there
is a saving of approximately90% comparedo the casewhen
all nodesare profiled nodes.From the samegraph we can
alsoseethat evenin the casewhereall nodesare “profiled”,
the more realistic profiles perform much better Compared
to Greedy sProhGreedyand Passve canreducethe costby
64% and 32% respectiely without significantly affecting the
percentagef nodesthat eventually receie the coupon.

Incentive efficiency. Incentie efficiency resultsso far have
assumedhat all nodesare of the sametype. An interesting
guestionis how the different profiles perform in terms of
incentive efficiengy. In orderto evaluatethis aspectwe per
formedanothersetof experimentswith a mix of profiles:10%
Greedy 10% Passive 10% Prob_Greedyand the remaining
70% Casual Our resultsshaved that noneof the userprofiles
had a clear advantage.This might be surprisingat first since
we might have expectedGreedyto earnmostof the credit. The
reasonis that what mattersmostis not how a userbehaes
but the ability to be amongthe first nodesthat receve the
couponfrom the storeand thento move frequentlyreaching
new nodesmore often.

Our beliefis thatuserswill graduallylearnthatthereis no
needto be greedyin orderto earna large bonus.Given that
battery power will be an importantconcern,most userswill
default to rational behavior like the Casualor Proh Greedy
profiles.In the end,the systemwill seekits own equilibrium
and balanceeffectivenessand efficiency.

VI. CONCLUSION

The goal of this paperhasbeento develop applications
and servicesthat are uniquely suitedto ad hoc ervironments.

“Coupons” is a schemethat expandson the basic idea of
informationdisseminationin ad hoc networks by investigating
incentives for collaboration. Cooperationis stimulated by
adopting a basic pyramid schemewhere usersare awarded
creditsasthey passareceved pieceof information(a coupon
to otherpeople.

Althoughthebasicconcepiof a couponhasbeenpreviously
proposedthat work only contemplatedhe idea and did not
simulate its performancein an ad hoc ernvironment. The
contribution of this paperis thereforetwofold. First, we have
performeda thoroughevaluationof the behaior of coupons
basedn variousparametersSecondwe have examinedunder
which conditionscouponscould be usedand what tradeofs
shouldbe expected.

Our resultshave shavn that our schemehas similar prop-
erties to epidemic protocols. High spreadingefficiency can
be achieved but this advantageis offset by the disadwantage
of high inefficiency. The important distinction of our work
comesfrom the obsenation that the useof a reasonableiser
profile helps control distribution. Spreadingeffectivenessis
high while at the sametime controlling distribution costs
(efficiengy). This is more evident in a densely populated
ervironment. Our results have shavn that with only 10%
of nodesbeing Proh Greedy we achieve the samespreading
rate with 90% fewer messagesEffectively we achiese the
performanceof an efficient flooding protocol, but without the
compl«ity or needfor a heuristic.

Couponscan be a simple and elegant solution to the
problemsassociatedvith network flooding. By deplgying a
simple schemehat actuallytakes advantageof userbehaior,
we can createa desirablecompromisebetweenscalabledata
disseminatiorand network efficiency.
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