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Abstract

A lack of medianismsto monitor and manae multicastnetworkshas advesely affectedprogressin several
areascritical for successfutleploymentOnesud areainvolvesdiscorering and solvingmulticastsecurityvul-
nembilities. Althougha numberof vulnebilities exist, the mosttroubling are a setof easily exploited Denial-
of-Servicg(DoS)attaks. Themainreasonfor this concernis that the one-to-manynature of multicastcan sig-
nificantly magnify the effectsof theseattadks. Amongthe possiblemulticastDoSattads, thosethat target the the
Multicast Souce Discovery Protocol (MSDP)can be mostdamaying MSDPvulnembilities are unusuallyeasy
to exploit andcanleadto infrastructue-widedamage. In this paper our goalis to developa securityframevork
that protectsagainstDoSattadks throughdetectionandthen“deflection”. In developingour framevork, wefirst
examinethevulnembility of multicastprotocols,to DoSattadks. We usedatacollectedwith our globalmonitoring
infrastructue, Mantrg to analyzethe nature and effectsof attadks that havealreadyoccured. We thencreate
additional,more virulentstrains. Finally, we proposea family of solutionsto detectanddeflectthe effectsof each
attadk. Our tedhniquesare evaluatedby simulatingtheir effectivenesagainstbothreal and simulatedworkloads.

Keywords: Multicast Security NetworkSecurity DoS Attadks, MSDR MulticastMonitoring NetworkManage-
ment

1 Intr oduction

Assuringthereliableandefficient operationof the multicastinfrastructurerequiresmechanismso manageand
monitoracomplex systenof protocolsataninterdomainlevel. However, thereis only limited work in developing
network managemenandmonitoringsystemghat aresuitablefor this purpose[]. Most of the existing systems
areeithernot up to datewith currentdevelopmentsand/orhave limited applicationscope.The utility of current
systemss especiallylimited bothin monitoringsecurityvulnerabilitiesaswell asin providing informationthat
canbeusedto deterattacksn realtime.

Securingthe infrastructurefor a new servicelike multicastshouldbe an integral componenbf ary effective
managemergolution. Amongthefew multicastmanagemergolutionsthatdo exist[1], almostnoneincorporates
mechanism$o provide security As aresult,mary multicastsecurityvulnerabilitieshave beenneitherdiscovered
nor rectified[d. Furthermorealthougha groving numberof network administratoraredeplg/ing multicast[3,
without effective monitoringand managementmechanismspperationakxperiencen how to detectandcontrol

attackds oftenlacking.
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A lack of effective mechanism$or monitoringand managingnetwork securityis moredamagingfor emeg-
ing Internettechnologiedike multicast. Newer technologiesaretypically morevulnerableto securitybreaches
becauséheir protocolsarein the early stageof developmentandareneitherwell-designedo handleattacksnor
testedin realattacksituations.In the specificcaseof multicast,securityvulnerabilitiesanddamagdrom attacks
canbesignificantlygreatetthanfor otherevolving services.Thisis becausenulticastnetworks operateon top of
the existing Internetinfrastructureand,asa result,inherit mostof the securityproblemsof the currentinternet.
Moreover, asthe multicastservicemodelis fundamentallydifferentfrom the unicastmodel, multicastnetworks
introduceseveraladditionalvulnerabilities.

Among known multicastsecurityproblems,vulnerability of the infrastructureto Denial-of-Servicg DoS) at-
tacksis of primeconcermandthe mainfocusof this paper Therearetwo mainreasongor this concern First, the
broadcashatureof multicastmagnifiegheeffectsof DoSattackshy a magnitudeequalto thenumberof recevers.
Incidencesave alreadyoccurredin recentyearswheresimpleattackswere magnifiedto sucha degreethattheir
effectwasinfrastructure-widendcrippling. Secondsincemuchof the multicastinfrastructureusedinks andde-
vicesthatprovide bothunicastandmulticastconnectiity, aDoSattackthatexploitsthevulnerabilitiesof multicast
canpotentiallyhampertheroutineoperationof otherservicedn theInternet.

In this paper we investigatesomeof the securityvulnerabilitiesof the existing multicastinfrastructure.We
focusspecificallyon thevulnerabilitiesof the MulticastSourceDiscovery Protocol(MSDP)[4]. MSDPis agood
placeto startbecause(l) it hasalreadybeenattacled, (2) it is key to theoperatiorof thecurrentinfrastructureand
(3) it providesinsightinto how otherevolving Internetserviceanbe protected Our studyof MSDPDoS attacks
first analyzesow thedifferentcharacteristicef the protocolcanbe exploitedfor attacks.Thisis followed by an
investigationinto the effectsof two differentMSDP DoS attacksthatseverely hamperednulticastoperation the
firstin January2001,andthe secondn Januan2003.Thesenvestigationsarebasedn analysisof datacollected
from several importantlocationsin the network throughour global monitoringinfrastructure Mantra[5 6, 7].
Using this analysis we evaluatethe differencedbetweerthe two attacksandidentify the basiccharacteristicef
eachof theattacks We, then,devise morevirulent attackshatcanaccomplisithe samedamagébut areharderto
detect.

Our work to develop solutionsagainstMSDP-basedo0S attacksfocuseson guardingagainsthe typesof at-
tacksthat have alreadyoccurredaswell asagainstmore virulent strainsthat could exist. We describeseveral
mechanism$or detectionanddeflectioni.e. counteringthe effectsof variousstrains.Our solutionsusestraight-
forwardanomalydetectiorschemeshatarelesscomplex thanthe schemesommonlyusedfor attackdetectionin
conventional(unicast)networks[§. Thesimplicity of our solutionskeepstheir resourcaequirementsow, which
makesour solutionsviablefor operationevenwithin corenetwork routers.Neverthelesspur solutionscanlearn
from MSDP usagetrendsand automaticallyadaptto changingtraffic patterns. In the latter half of this papey
we evaluatethe effectivenessof someof thesesolutionsby first modelingworkloadsfor attacktraffic andthen

simulatingthe solutionresponse.
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Therestof the paperis organizedasfollows. In Section2 we give a brief overview of the vulnerabilitiesof
the multicastinfrastructureandwork in securingit. Section3 investigategossibleDoS attacksthat exploit the
vulnerabilitiesof MSDP In Sectiond we describeour mechanismgor detectinganddeflectingtheseattacks.In
Section5 we describehe setupthatwe have usedfor evaluatingthesemechanisméncludingworkloadsandour

simulator Evaluationresultsarepresentedn Section6é andthe paperis concludedn Section?.
2 Inter-Domain Multicast and its Vulnerability to Attack

Sinceits creationthe multicastinfrastructurenasundegoneseveralfundamentathangesfrom a densemode
overlay network—calledthe MBone—tonative sparsenodedeplgyment, andfinally to the latestefforts in the di-
rectionof SourceSpecificMulticast(SSM)[9,10]. Duringtheearlyyears thefocuswason protocoldesignissues
like theefficient creationof distribution trees congestiorcontrol,reliability, androbustnessMorerecently efforts
areconcentratedn developingnew groupparadigmsgehuggingexisting protocols,andensuringvidespreadie-
ployment. As aresultof theseefforts, multicastprotocolshave matured widespreadcceptancéasgrown, and
deplaymenthasincreased[B However, amidstthesedevelopmentswork in securingthe multicastinfrastructure
hasbeenlargely overlooled.

In the currentinfrastructure mostof the multicastprotocolshave at leastsomesecurityvulnerabilitiesand
securityproblemsexist in every aspeciof the topology from end-hostdo corerouters. In this section,we list
someof thesesecurityproblemsdiscusshow variousvulnerabilitiescanbe exploited,anddescribethe effectsof
someof the attackson the operationof multicast. We begin by presentingan overvien of the operationof the

currentinfrastructure.
2.1 Operation of Curr ent Multicast Infrastructur e

Multicast is a network modelfor one-to-map and mary-to-mary delivery of high-bandwidthstreamsin a
scalableandbandwidth-dicient manner This modelusesthe notion of a logical groupof participantscalleda
multicastgroup thatareinterestedn contentbeingsentto them.Eachsuchgroupis identifiedusinga Class-DIP
addresshatis usuallychoseratthe sendehost. The sendessimply sendgatapacletsto agroupandthe network
forwardsthemto the participantof thatgroupby replicatingthesepacletsat appropriatenodesin thetopology

Most of the currentinfrastructureonly supportsa servicemodelcalled Any SourceMulticast (ASM). ASM
primarily relieson four protocols[1]: the InternetGroupManagemenProtocol(IGMP)[12], the Protocolinde-
pendentMulticast (PIM) protocol[13, the Multicast Border Gatavay Protocol(MBGP)[14], and the Multicast
SourceDiscovery Protocol(MSDP)[4]. MBGP actsasaninterdomainroute exchangeprotocolthatallows the
propagatiorof reachabilityand pathinformationacrossdomains.PIM usesthis routeinformationto createand
managedistribution treesthroughwhich datais transferredrom source(s)f a groupto its participants. Hosts

initiate groupjoin andleave operationsusinglGMP. Finally, MSDP actsasa sourceannouncemeryrotocoland
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Figurel: Multicastdatadelivery in ASM.

is responsibldor propagatingnformationaboutactive sourcesacrosgheentireinfrastructure.

Figurel presentsa simpleillustration of the stepsinvolved in the processof multicastdatadelivery in ASM.
Whena source(S) startstransmittingdatato a group(G), the First Hop Router(FHR) for the sourcegenerates
PIM registermessageorrespondingo the source-groupair, usuallyreferredto as(S,G). Thisregistermessage
is sentto the PIM RendezwusPoint (RP)thatalsoactsasan MSDP routerfor the domain. From here,through
theexchangeof MSDP SourceActive (SA) messagesnformationaboutthe sources propagatedo therestof the
infrastructure Whena host(R) wishesto receve the contentbeingtransmittedto a particulargroup,it sendsan
IGMP join requesto its own FHR. The FHR, in turn, sendsa PIM join messagé¢o the RPin its domain.Finally,
thePIM distribution treeis extendedo therecever sothatis startsreceving datafrom the source.

Oneof the biggestdrawvbacksof the currentdeplgymentis thatit requiresnetworks to have knonledgeabout,
and maintainstatefor, all multicastsourceshat are actively sendingtraffic to arny group. This knowledgeis
critical, becausdn orderto supportmary-to-mary datadelivery, networks must assumethe responsibility of
knowing the IP addressesf a group’s source(s).This responsibilityis satisfiedvia the functionality provided by
MSDP. MSDP propagatesindmaintainsinformationaboutall active sourceswithin the infrastructure.Not only
doesthisresultin addedoverheador network devices,but, aswe will soondescribejs oneof themainmulticast

securityvulnerabilities.



ManagingandSecuringthe GlobalMulticastInfrastructure 5

2.2 Security Vulnerabilities in Multicast

Multicasthasnotbeendesignedvith muchthoughtto security Justlik e unicastmulticastallows somesecurity
mechanisms$o be built ontop of existing protocols.However, progressn developinganddeplging suchmech-
anismshasbeenquite slow. Existing multicastsecurityproblemspertainto threeareas:(1) securingdatafrom
eavesdroppers(2) providing admissioncontrol; and(3) securingprotocolcontroltraffic. Thesearedescribedn
furtherdetailbelow.

Securingdata from eavesdoppers Oneof the elementarysecurityproblemsthat arisesin multicastnetworks
pertainsto securingdatafrom eavesdroppersAlthoughthis problemis the samefor unicastnetworks aswell, it
becomeharderto solve for multicastbecauseorventionalsolutionslike IPsecandotherencryptionmechanisms
cannotbe easilyappliedto multicastdatadelivery. This is the casebecauseolutionssuchasIPsecrely on key
managemerdanddistribution relatedtasks. Thesetasksarerelatively easyto performfor end-to-endlatadelivery
in unicast.However, in multicast,thesetaskssuffer scalabilitychallengeslueto large groupsanddynamicgroup
membershipWork is ongoingin this area[15, 16].

Providing admissioncontrol: Admissioncontrol to multicastgroupswould allow a group manager possibly
the primary source to decidewhich hostscould participatein a group. However, no suchmechanisnexistsand,
asa result,severaltypesof attackscanbe launchedsimply becausendhostsareableto join groupsarbitrarily

For example a hostcanstartsendingoogushigh bandwidthdatato a popularmulticastgroupasaform of denial-
of-service.Otherkinds of attacksarepossiblewhengroupsimplementadditionalserviceson top of datadelivery
like congestiorcontrolandreliability. A singlegroupmembeyincorrectlyclaiming high lossor congestiongan

causea sourceto significantlyreduceits transmissiomate.

Securing protocol control traffic: All of the multicastprotocolsusedin the Internettoday have securityvul-
nerabilities. Thesevulnerabilitiesstemfrom the weaknessesf the control and reportingmechanismshat the
protocolsuse. Malicious control traffic canbe injectedinto the network to causeapplicationsat the participant
hoststo malfunction,disruptdatadelivery for the entire group, or to flood the network with erroneouscontrol
traffic. IGMP's securityproblemsexist becausehe querymessageandmembershipeportsthatit usescanbe
spoofedto createinaccuratestateaboutgroup membership.For example,forgedleare messagesan causethe
generatiorof numerousogusquerymessagefrom therouter Anotherexampleis thatforgedjoin messageer
membershigeportscan causea routerto createand maintainunnecessargtate. For PIM, forged control mes-
sagescan be usedto alter the structureof multicastdistribution treesand alsoto hamperthe datadistribution
acrossghem. Vulnerabilitiesin MBGP aremainly dueto the susceptibilityof the underlyingBGP protocol[17.

Finally, vulnerabilitiesn MSDPexist becauseontroltraffic—SourceActive (SA) messages—caasilybe spoofed
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andsentthroughoutheinfrastructure Therefore a singlemulticasthostcancausea large numberof bogusSAs
to be generatecndsentto every MSDP routerin theinfrastructure Although, this is a very basicDoS attackit

canhave widespreadhegative repercussions.
3 Vulnerabilities of MSDP to DoS Attacks

Identifying the vulnerabilitiesof MSDP s a critical needin securingthe multicastinfrastructure MSDP vul-
nerabilitiesstandout becausehey are very easyto exploit and becausehe scopeof their effectsis typically
infrastructure-wide . With very little effort, MSDP peersand, even worse,the whole multicasttopology canbe
incapacitatedvith excesdoad.

In this sectionwe first describehe generabperationof anMSDP-basedoS attack. Then,we describenad-
vertentattackghatwerecausedy two Internetworms: (1) the RamenAbrm; and(2) the Sapphie Worm. Both of
theseattacksalthoughthey did notintendto affectmulticast triggereda large SA stormin theinfrastructure We
describethe operationof theseworms,analyzethe effectsthatthey hadon the MSDP infrastructureanddiscuss
theirdifferencesFinally, we generalizehesedifferencedo presentharacteristicef attacksand,thus,identify the
factorsthat canbe variedto generataifferent“strains” of attacks.An understandin@f possibleattacksthrough
the study of thesewormsandthe subsequengeneralizationsetsthe stagefor the following sectionwherewe

develop possibledetectioranddeflectionsolutions.
3.1 Operation of MSDP-BasedDoS Attacks

Most MSDP-basedoS attacksaim to incapacitatehe network by floodingit with bogussourceactive (SA)
messages.In this respect,a particularvulnerability of MSDP is that ary hoston an MSDP-enablechetwork
canstartaninfrastructure-widettackwith minimal effort. Thisis becaus®f two fundamentatharacteristicef
MSDP: (1) every time a sourcein a multicast-capableetwork first sendsan IP pacletto anew ClassD address,
an MSDP peerin the domainsendsa correspondingsA announcemenb all of its peers;and(2) every MSDP
peerbroadcastall SAsit recevesto every otherconnectediSDP peer Thefirst operationallows generatiorof
bogusSAsand,hence makesinitiating anattackeasy The secondperationenablegsheseSAsto be propagated
acrosgheentireinfrastructure Therefore a singlehostcanmale its local MSDP peergenerate large numberof
SA announcement$lood the multicastinfrastructurewith theseannouncementgndcausesvery MSDP peerto
procesghesemessages.

Figure? illustratesanexampleof thiskind of attack.A hostcansendonepaclet to eachof alargesetof Class
D addressei quick successionRegardlesof the sizeandcontentof thesepaclets,the First Hop Router(FHR)
for this hostwill considerthemto be valid andforward themto the RP thatis the MSDP peerfor the domain.
This RPwill thengenerateneSA for eachuniqueClass-Daddress.Thereon,SA forwardingamongpeerswill

eventuallypropagatéhe SAsthroughouthe multicastinfrastructure.
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FHR : First Hop Router -t ----- Encapsulated Data
— = MSDPSAs

==& Port Scan

Figure2: A simpleMSDP-basedoS attack.

3.2 Previous MSDP-BasedDoS Attacks

Onquiteafew occasionsDoSattackshave overwhelmedhe multicastinfrastructurewith large numberof SA
messagesTheseattackswereconcentratedh January2001andthenagainin January?003. On bothoccasions,
Internetwormswere responsibldor the attacks. While the former was causedby a worm called Ramen,the
latterwasthe resultof a worm called Sapphirgalsoknown asSlammerand SQLEXxp)[18]. Attackstriggeredby
thesewormsrelied on the basicmechanisnthat s illustratedin Figure2. The attackconsistsof a single host
sendingdatato a large numberof class-Daddresseandthusflooding networks with bogusSAs. Interestingly
theseattackswerenot tamgetingmulticast. Theseworms,intendedto just port-scara randomsetof IP addresses.
While the Ramenworm aimedto discover a particularvulnerability in Linux hosts,scanningby the Sapphire
worm aimedto discover a vulnerableversionof a populardatabasengine.Regardlesf the original intentions,
thesewormstriggereda flood of bogusSA messagebecauseseveral of theaddressethatthey scannedelonged
to themulticast(Class-D)addresspace.

We have beenable to gaugethe impact of theseattackson the global infrastructurewith the help of data
collectedfrom multiple routersusingour globalmonitoringinfrastructureMantra[5 6, 7]. Furthermorewe have
alsobeenableto substantiateur claimsthatMSDP DoSattackscanrapidly spanthe entireinfrastructureandcan
have seriousnegative repercussionsFigure 3 plots the numberof SA messageseenin the infrastructuren the
onemonthperiodstartingon Januaryl2,2001. Similarly, Figure4 plotsthe numberof SAsobseredduringa 24
hourperiodstartingat4:00PM(PST)of Januan?4,2003.Both setsof resultsarebasedn theaggregateview of

MSDPtablescollectedfrom multiple routersat 15-minuteintenals. Resultsor the Ramerworm shaw thatthere
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Figure3: Effectsof attackbecaus®f Ramernworm (January2001).
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Figure4: Effectsof attackbecaus®f Sapphirevorm (January24,2003).

were40distinctattacksover a periodof 20 days.During this period,the numberof bogusSAsgeneratedecause
of theseattacksrangedfrom 10,000to about45,000.On the otherhand,in the caseof the Sapphirevorm, only
four distinctattackswereobsered, all within a periodof 10 hours. The numberof bogusSAs rangedfrom just
about5,000for thewealestattackto about34,500at the peakof the mostsevereattack.
Thedifferencedbetweerthe Ramenand Sapphirevormsarenot limited to the sizeof the SA floodsthatthey
cause Detailedanalysisof our datasetsrevealsthatthe characteristicaswell asthe effectsof theseattackswere
quitedifferent.First, the Class-Daddressethatthetwo wormsscannedveredifferent. SAsgeneratedby Ramen
werea contiguousd16 rangeof addresses,e. 2'¢ consecutie IP addressestartingfrom arandomlyselectedP
addressAddressedor SAsgeneratedyy the Sapphireworm werechoserrandomlyusinga linearcongruentor
power residue pseudaandomnumbergeneratoialgorithm[1§. Anotherimportantdifferencebetweenhe two
wormswasthenumberof simultaneoutocationsfrom whichtheattackoriginated.All 40instance®ftheRamen
worm originatedfrom differentdomainsat differenttimes. On the otherhand,several instancef the Sapphire
worm attackswere launchedsimultaneouslyfrom multiple locations. As a resulttheir effect on the multicast
infrastructurewvasdistributedin nature.Finally, the durationof attacksin theinfrastructurevasdifferentaswell.
While the effectsof eachinstanceof the Ramernworm wereobsenred in the infrastructurefor about30 minutes,
for Sapphire the durationsvaried from 30 minutesto about2 hours. Durationswere differentmainly because
someinstance®f the Sapphirevorm weretriggeredby multiple hostsandattacksfrom all thesesourcedlid not

startatthe sametime. Therefore propagatiorof their SA floodsstartedonly oneafteranothercausinghe overall
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effectto lastlonger

Another interestingobsenration aboutthesetwo worms s that even thoughthe attacksare short-lved, the
damagingeffectstypically last muchlonger Giventhe rateat which bothwormsscannediniquelP addresses,
hostscompromisedby eitherof thewormswould have generatetheentireSA floodin closeto aminute.However,
Figures3 and4 shav that SAs from the flood were presentin the infrastructurefor at least30 minutes. The
reasoris that MSDP takestime to propagateSA messageandwill continueto do solong afteran attackstops.
In essencethe MSDP topologyis processingand forwarding the backlogof SA messagesintil all have been
handled.Moreover, aswe will explain later, oncea routerrecevesbogusSAs, it storesthemin its local cache

prolongingthe effectsof anattackevenfurther
3.3 Characteristics of MSDP-basedDoS attacks

The attackscenarioglescribedhusfar have underlinedthe fundamentaprinciple behindmostMSDP-based
DoSattacksj.e. flood the network with bogusSAs. However, differentattackstrainsarepossible Identifying the
characteristicef MSDP-basedoS attacksis thereforeimportantfor identifying the damagea particularstrain
cancausewherein thenetwork its effectswill bemostserere,andwhattypeof solutionscanbedevisedto detect
anddeflectit. We have identifiedthreebasicattackcharacteristics(1) attacksource;(2) SA characteristicsand
(3) SA generatiorrate. Detailsaboutthesecharacteristicgheirimportance andtheir implicationsaredescribed

below:

Attack Source Informationaboutthe attacksourceis importantnot only for identifying malicioushost(s),but
alsofor understandingpow long the attackmight last. This is becausehe numberof externalMSDP peersfor a
network andits proximity to the coreof the MSDP floodingtopologyaffect how severeanattackwill beandhow
quickly it will spread.Goodconnectiity meansan attackwill spreadmorequickly andcreatea larger flood of
attacktraffic. Thereforethe locationof the attacksourcewill decidethe time the attackwill take to propagate
acrossthe infrastructureandhow long bogusSAs will lastin the infrastructure. Attacks canbe centralizedor
distributed. Distributed attacksareparticularlymaliciousbecausehey aremuchharderto detectandatthe same

time cangeneratenary morebogusSAs.

SA Characteristics SA messagearedefinedby threefields. Theseare:
1. GroupAddress Class-D multicastgroupaddresshattheoriginal multicastdatapaclet wassentto.
2. SouceAddress IP addres®f thesourcethatsentthe paclet.

3. RPaddrss IP addres®f theoriginatingRP thatgeneratedhe SA message.

Of thesethreefields, the group addresds easiestfor an end hostto manipulatebecauseét simply involves

changinghedestinatior(Class-D)addressThenext easiests thesourceaddresssit canbemanipulatedhrough
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simplelP addresspoofingthough,SA messagewill only begeneratedor thosesourceaddressethatbelongto
theRP'sdomain.Finally, becaus®f the MSDP PeerReverse-Rth-Forwarding(RPFYyules[4], the RPaddres®f
anSA is notsomethinganendhostcaneasilychange Theonly way to generatéSAswith differentRPaddresses

is througha distributedattackwherehostsfrom multiple domaingparticipate.

SA Generation Rate. Damageby an MSDP-basedoS attackis directly proportionalto the size of the SA
floodthatit generatesThereforethemostdamagingSDP DoSattacksareoneswherea large of numberof SAs
aregeneratedndpropagatedh avery shortperiodof time. However, if attackscausearapidsuigein thenumber
of SA messagedhey arealsoeasierto detect.A morevirulentattackcould countersimpledetectionscheme$gy
increasinghe numberof SAsin theinfrastructureat a slower rate. Althoughthis will eventuallyleadto thesame

numberof bogusSAsbeingpropagatedsuchanattackwould bedifficult to detect.
4 Detectingand DeflectingMSDP-BasedDoS Attacks

A solutionto counteran MSDP-basedoS attackessentiallyconsistsof two processesdetectionandthen
deflection. While detectionis the processof discovering if an attackis undervay andidentifying bogusSAs,
deflectionistheprocesgor annullingtheeffectsof anattackdy keepingoogusSA messagesom beingprocessed
or propagated.Two metricsare availableto evaluatequality of a detectionand deflectionsolution: latencyand
effectivenessLateny is thetime thata schemeakesto detectan attackafterit hasstarted. Effectivenessof a
solutionis the effectivenessf the SA characterizatioschemej.e. the ability to differentiatelegitimate (good)
SAsfrom bogus(bad) SAs. An effective solutionshouldeliminateall bogusSAs andleave all legitimate SAs
unafected. Developing sucheffective detectionand deflectionsolutionsis the focus of this section. In later
sectionswve evaluatethesescheme®n the basisof thelateny andeffectivenesanetrics.

Sincedetectingan attackis the first stepin ary solution, devising effective detectionschemess critical. In
generaldetectingan MSDP-basedttackinvolvesidentifying ananomalousncreasen SA traffic by comparing
it to certainthresholds. Differenttypesof detectionschemesan be devised by varying how thesethresholds
arechosen. Two basicoptionsare available: static thresholdsand adaptivethresholds While the former rely
on predeterminedalues,adaptve thresholdgely on valuesthat areautomaticallyadjustedo take recenttraffic
trendsinto account.Oncean attackis detecteddeflectingthe attackrequiresthe ability to differentiategoodSAs
from bad.

In the remainderof this section,we discusssolutionsthat provide both detectionand deflection. For this
discussiomwe classifysolutionsin two cateyories: (1) solutionsbasednthe provisionsavailablethroughexisting
protocolimplementationsn routers;and (2) new solutionsdevelopedspecificallyfor counteringMSDP-based

DoSattackghatcanbe deplo/ed eitherin anexternaldevice or in therouteritself.
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4.1 SolutionsBasedon Existing Protocol Capabilities

Existingimplementationsf MSDP provide configuratioroptionswhichcanbeusedo alterhow MSDProuters
acceptstore,andpropagatesAs. Amongtheseoptions,threeareparticularlyusefulfor detectinganddeflecting
MSDP-basedoSattacks:(1) SA ratelimiting, (2) SA cachesizelimiting, and(3) SA filtering. The operatiorof

thesethreeoptionsaredescribedelow.

SA Rate Limiting . Ratelimiting is a techniqueemplo/ed by a routerto limit the numberof SAs it accepts
per unit of time on ary of its interfaces. Two suchlimits canbe usedas solutionsagainstMSDP-based0S
attacks:(1) register messge rate limiting; and(2) SAratelimiting. Register messge rate limiting restrictsthe
numberof registermessagethatan RP processesAs registermessagesriginatefrom thefirst hoprouterwhena
hostsendgheinitial datapaclet (Figurel), thislimit canbeusedto reducethe effectsof a DoSattackoriginating
from within theRP'sdomain.SAratelimiting allows thenumberof SAsthatanRPrecevesfrom its MSDPpeers

to belimited. Thereforethislimit canbeusedto reduceheeffectsof DoSattacksoriginatingin externaldomains.

SA Cache SizeLimiting . MSDP routerscachethe mostrecentlyreceved SAs. The goalis to reducejoin la-
teng for new receversby maintaininginformationaboutactive sourcesIn the eventof a DoS attack,the cache
sizeof anMSDP routercangrow tremendoushpecaus@f the SA flood. This canhave anadwerseeffect on the
performancef the router Not only will memoryrequirementéncreaseprocessingverheadequiredfor cache
lookupswill increasesignificantlyaswell. FurthermoreasbogusSAs might be storedin the cachefor a period
muchlongerthanthe actualattackitself, the effect of the attackon the routers performancesanlastwell beyond

theattack.Routersthereforeallow limits to be seton thesizeof the SA cache.

SAFiltering. SAfiltering is amechanisnthatusesAccessControlLists (ACLs) to implementadmissiorcontrol
for SAsatan MSDP peer Filtersaretypically configuredmanuallyandcanbe usedto block SAson the basisof
their sourceandgroupaddresgrefixesaswell astheir originationRP. All messagefom apeercanbefilteredas
well. Althoughfiltering canexplicitly controlthe flow of SAs, it is not a practicalsolutionagainstDoS attacks.
As mostDoS attacksdo notlastvery long andthe characteristicef the attackvary, manuallyconfiguringa filter
to counteranattackmaynotbefeasible.

The adwantageof solutionsbasedon existing protocol capabilitiesis thatthey are simpleto useand easyto
deplg. However, their effectivenessn counteringMSDP DoS attacksis limited. Thisis primarily becausehey
rely on staticthresholdsTheir effectivenesss maginalizedfurtherbecausehelimits for thesethresholdsisually
needto be configuredmnanually Configurationsare,thereforetightly boundto the “normal” traffic conditions.If
traffic conditionschangeandthe numberof legitimate SAsincreasebecausef somelegitimateexternalevent,

staticthresholdsanactuallydo damageo normal,correctoperation Anotherdravbackof thesesolutionsis that
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they do not take the characteristicef the SAsinto account. Therefore oncean attackstarts,goodandbad SAs
aredroppedindiscriminately Sowhile memoryand processingverloadare controlled,denial of serviceis not

prevented.
4.2 ProposedNew Solutions

Becausexisting protocolfeaturesarenot effective athandlingDoS attacksnev mechanismaeedto bedevel-
opedthatemploy morepowerful detectionanddeflectionmechanismsndthatareeffective evenagainstsophis-
ticatedattacks.We proposehefollowing four new solutionsin this section:(1) adaptve limits on the SA arrival
rate;(2) limiting the SA generatiorrateof RPs;(3) limiting the SA generatiorrateof sourcesand(4) signature
detection.

The solutionsthat we proposeemploy simple, yet, powverful detectionschemes.As we will shav laterin
this paper they exhibit low lateny andhigh effectivenessagainstmosttypesof attacks. Although ary security
solutionis boundto have atleastsomeresourceequirementghe simplicity of our schemeseducegheirresource
requirementand,therefore makesthemmoresuitablefor securinghightraffic network locationscloseto thecore
of theinfrastructure.While low lateny andhigh effectivenessarethe two primary goalsbehindour solutions,
our solutionsalsohave somebasiclearningcapabilitiesandcanadaptthemselesto trendsin SA traffic. To this
end,our solutions exceptfor the signature-baseane,rely on definingthresholdghatcanautomaticallyadjustto
changingtraffic trends.In theremainderof the sectionwe describethe operationof thesesolutionsfollowed by
a brief discussiorof their advantagesandtheir limitations. First, we describethe schemewe usefor generating
adaptve thresholds.

Adaptive thresholdsare generatedisingdynamicpredictionof normaltraffic patternsbasedon doubleexpo-
nentialsmoothing.Doubleexponentialsmoothingpredictsthresholdvalueswith the help of historicalvalues.A
smoothingconstant, decidesveightsassignedo the historicalvalues.A secondconstant;y helpsto accommo-
datechangingtrendsin the numberof SAs. The resultantpredictionsactasdynamicthresholdsuchthatwhen
thefrequeng of certaincharacteristicef the SAs exceedthethreshold,anattackis detected Anotherfactor 6,
allows for variationsin the predictedvaluesto protectexcesslegitimatetraffic from beingflaggedasan attack.
Thevalueof ¢ will alsodeterminenow quickly anattackis detected!f thevariationis keptsmall,thenanattack
will bepredictedalmostimmediately However, asmalld canresultin numeroudalsepositves. If morevariation
is allowed,the numberof falsepositiveswill bereducedhowever, thetime to detectanattackwill belonger We

discusgheimplicationsof thesechoicesn ¢ in greaterdetailduringthe evaluationof schemedaterin this paper

Adaptive Limits on SA Arri val Rate. This solution relies on applying an adaptve thresholdto the SA ar
rival rate. This is the simplestof the proposedsolutions,andanintuitive improvementon the staticratelimiting

optionsavailablein therouters.
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Limiting SA Generation Rate of RPsand Sources The goal behindapplyingadaptve thresholdgo the SA
generatiorrateis to identify RP(s)and source(sthat may have beencompromised.This, in turn, canhelpin
identifying a compromisedievice andcharacterizingsAs originatingfrom it asbogus. Identificationof a com-
promisedRP relieson predictingthe numberof SAsexpectedirom eachRP If thenumberof SAsadwertisedby
anRP at ary giventime exceedshe predictedvalue,it is believed to be malicious. Similarly, malicioussources
canbeidentifiedby predictingthe expectedgroupmembershigor every source.Oncea compromisedRP and/or

sourcehasbeenidentified,all of its SAsarecharacterize@gsbogusanddropped.

Signature Detection Previous attacksagainstmulticastcan be analyzedand signaturedor thoseattackscan
be developed.For example the signatureof anattackcouldbethedistinctive trendof groupaddresseassociated
with its SAs. The Ramenworm usesa contiguousrangeof Class-DaddressesSapphireattacksusea predeter
minedrandomnumbergeneratioralgorithmto chosegroupaddressesThereforef the signatureof anattackis
known, it canbedetectedjuickly andaccurately

Although the proposedsolutionscan be very effective in detectingand deflectingattacks,computationate-
sourcedor someof the schemesre quite high. This is becauseapplying adaptve thresholdson a perRP or
persourcebasiswill requirepredictingthresholdgor everyRP andsourcerespectiely. While the predictionpro-
cesdtself mayhave highprocessingverheadmaintainingstatefor thepredictedvaluescanalsoincreasanemory
requirementsBecausehe numberof RPsandsourcesn theinfrastructurehasbeenconsistentlyincreasing7],
scalabilitybecomesan issue. Anotherfactorthat canlimit the usability of thesesolutionsis thatthey canbe
difficult to deplg.. Deploying themon devicesotherthanthe routerwould requireinstalling extra hardware. On
theotherhand,deplo/ing thesesolutionsaspartof therouterwould eliminatethe needfor additionaldevices,but
wouldrequireimplementingadditionalfunctionality In spiteof thesdimitations,it is importantto notethatthese
solutionsaremoreeffective in detectinganddeflectingMSDP-basedoS attackghanthosebasedn the existing
protocolcapabilities.We have just presented subjectve analysisin supportof thesesolutions.In Section6, we

provide a detailedquantitatve analysis.
5 Evaluation Setup

Our main evaluationgoal is to assesshe effectivenessof varioussolutionsdiscussedbove againstdifferent

strainsof MSDP DoS attacks.To this end,we have deviseda threestepevaluationprocess:
1. GenerateSA workloadsfor attacks.
2. Selecta setof detectioranddeflectionsolutionsby choosingrom amongthe schemesliscusse@bore.

3. Constructasimulatorto analyzethe effectivenesof the schemeselectedn Step2.

Next, we describethe evaluationsetupby elaboratingon thesethreesteps.We thenanalyzesimulationresults
in thenext section.
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SAWorkloads. An SAworkloadis achronologicalist of all the SA messagethatanMSDP peerreceveswithin
aspecifictime period.Our goalbehindcreatingtheseworkloadsis twofold. First, we wanttheseworkloadsto be
representate of the actualSA traffic thatanattackwould generateSecondwe wantour workloadsto represent
SA traffic from the point-of-viav of agenerahetwork locationthatis at a genericdistancerom the sourceof the
attack. While the motivation behindthe first goalis clear the seconds importantbecauseéraffic patternsseen
by the routerin a compromisechosts domainis considerablydifferentfrom arywhereelseandis usuallyeasy
to characterizeasmalicious. Thereforejn orderto devise a solutionthatis independentf the attackorigination
andthatis effective at ary genericlocationin the network, workloadsshouldbe genericandshouldtake MSDP
propagatiordelaysinto account.

Workloadsusedin this paperarebasedn actualMSDP SA datacollectedfrom coremulticastroutersusingour
globalmonitoringinfrastructureMantra[5 6, 7]. Mantracollectsdataatthenetwork layerfrom multiple multicast
routersby capturingtheir internalmemorytables.For MSDP, it relieson statetablesthatroutersuseto cachethe
SAsthey receve. Workloadspresentedh this paperarebasedn tablescollectedfrom oneof the moreimportant
multicastexchangepointson the WestCoastof the United Statescalled FederalintereXchange—@st (FIXW). It
is importantto notethatbecauseMantracollectsdatafrom a routers statetablesonly periodically the datathat
is collectedis not anexactchronologicarepresentationf SA traffic seenby therouter AlthoughSA workloads
are not a direct representatiof Mantradata, enoughinformationis availablein the statetablesto overcome
ary limitations. We usethe statetablesand our knonvledgeaboutMSDP-basedttacksto createrepresentate
workloads. For example,we accountfor SA arrival time with the help of lifetime informationassociateavith
eachSA.

We constructhreeworkloadsfor usein this paper:(1) a Sapphireworm workload;(2) a hybrid Ramenworm
workloadwith a slov SA generatiorrate; and (3) a legitimate-suge workload. We decidednot to choosethe
Ramenworm asaworkloadbecausé¢he Sapphireworm is moresophisticatedThefirst two workloadsrepresent
different strainsof attacks,while the last one represents legitimate increasein multicasttraffic causeby an
external event. For eachof theseworkloads,the numberof legitimate SAs during normal operationis in the
rangeof 3,400to 3,900. Attack workloadsvary in termsof therateof increaseof SAsaswell asin termsof SA
characteristicsThe characteristicef eachworkloadaredescribedelow:

e \Workload1l - Sapphie Worm: For thisworkload,we usedour Mantralogsto identify the RPsthatgenerated
bogusSAsduringtheattackperiod.We thenusedaninterpolationtechniqueo estimatehenumberof SAs
adwertisedper minuteby eachRP. The estimatechumberof SAsfor eachRP werethenmadeto originate
from sourceshat were not active prior to the attack. We then addedthe total numberof SA messages
adwertisedby the RPsto createthe Sapphireworm workload. Figure5 shaws the characteristic®f this
workload. This workloadis 270 minuteslong with the attacklasting170 minutes. The workload contains

about3,600goodSAsthatarere-adwertisedevery minute. Duringtheattack thetotalnumberof SAsranges
from 30,000-35,000.

e Workload2 - Hybrid Ramerormwith SlowSAGeneation Rate The SA characteristicsf this workload
arethe sameasthat of the Ramenworm, i.e. the addressefor the sourceand RP remainthe samewhile
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Figure5: Workloadl - Sapphirevorm.

the group addressvaries. Figure 6 shavs the characteristic®f this workload. The workload hasabout
3,600good SAs per minute. The peaknumberof SAs during the attackis only about7,000. The attack
representety this workloadlastsfor about4.5 hoursandthe rate of bogusSA generatioris only 25 SAs

perminute. The peakis, thereforeachieved by re-adwertisingall the bogusSAs from the previous cycle

alongwith new ones.Thenumberof SA messagead\ertisedby this workloadis substantiallysmallerthan

the SAs adwertisedby Ramen. This hasbeendoneintentionallyto introducestealthinto the attack. The

numberof SA messagess low enoughto possiblypassasanincreasebecausef legitimateuse.Although

theSA messagearelow in numbeytheeffectof this attackcanstill bequitedamagindgecausef thecache
buildup of thebogusSAs.
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Figure6: Workload?2 - Hybrid Ramenwormwith slov SA generatiorrate.

e Workload3 - LegitimateSuige: Thisworkloadis basedn legitimate SA traffic noticedafterthe“9/11” in-
cident. Therewasa significantincreasen the numberof SAsasreceversjoinedcertainmulticastgroupsto
receve news feedsfrom sourcedike CNN.com Evaluatingour solutionsagainsthis workloadis important
becausaletectionand deflectionschemeshouldnot generatdalsepositives for this workload. Figure 7
shaws the characteristic®f this workload. The workload haspeaksof about5,000SAs. Theincreasen
SAsarebecaus®f new sourcesn thenetwork. Thesearenot sourcesendingactualtraffic but arerecevers
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sendingRTCP-stylefeedbacko thegroups.
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Figure7: Workload3 - LegitimateSumge.

Choosing Schemes In choosingthe schemedo evaluatefrom the onespresentedn Section4, we usetwo
guidelines. First, the schemeselectedshouldrangein termsof sophisticatiorin detectionanddeflectionfrom
simpleto morecomple. By choosingschemeén thisrange we will beableto bettercomparedifferentschemes
and also usethe comparisonsas a basisto discussthe tradeofs involved in choosinga scheme. Second,the
schemeghosenshouldinclude onescurrently available in real world deployments. This gives us the ability
to compareour proposedschemeswith onesthat alreadyexist. Therefore,we choseto evaluatethe following
schemes:

e Shemel - StaticRate-Limiting In staticrate-limiting, a staticlimit is seton the over all numberof SAs

expectedatary instantof time. If thenumberf SAsarriving is morethanthestaticlimit, theexcessnumber
of SAsaredropped.

o Sheme2 - AdaptiveThresholdon the SA Arrival rate In this schemean adaptve thresholdis usedto
predictthe total numberof SAs expectedevery minute. If the actualnumberof SAsarriving exceedsthe
thresholdthe excessnumberof SAsaredropped.

e Sheme3 - AdaptiveThresholdon the SAGeneation rate of Souces In this schemeadaptie thresholds
aredeterminedn apersourcebasis.If asourceadwertisesmorethanthe SA thresholdsetfor it, thatsource
is considerednaliciousandall SAsfrom themalicioussourcearedropped.

Schemel is the simplestof the schemesve have chosento evaluate. Also, schemel is in usein real world
deployments. Of the remainingtwo schemesboth are schemesve have proposedor usein attackdetection
anddeflection. Schemes is the moresophisticatecandthe morecomplex of thetwo. This is becauseadaptve
thresholdshave to be maintainedfor ead source. Maintaining suchthresholdsequireshigher processingand

statemaintenancéhanthe first two schemesWe have chosenscheme3 asa persourcesolutionover a perRP
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solutionbecausé¢he persourcesolutiongive usa betternotionof the upperefficiengy boundsachiezablein terms
of detectinganddeflectingattacks.

Applying the SchemesWe testedourthreeschemesagainsour threeworkloadsusingthe simulationframewvork
illustratedin Figure8. The figure shawvs four modules: Parser, Predictor, DetectionModule and Deflection

Module All areimplementedasPerlscripts.

SA Counts

Predictor

SACounts  petection Deflection | o

Module Module Filtered SAs

Parser

SA Workloads

Figure8: Simulationframework for evaluationof schemes.

Theparsetandleur SA workloadsandupdategwo counters:1) total numberof SAs,and2) SAsfrom each
source.The countervaluesarepassedo the predictorandthe detectionrmodule. The predictorusesthe counter
valuesto predictthe expectediotal numberof SAsfor the next time internval (oneminute). In the caseof scheme
1, the predictorsimply usesthe staticvalue of 7,000SAs. For scheme2, the predictordynamicallydetermines
the thresholdfor the expectednumberof SAs. For scheme3, the predictordetermineghe thresholdsfor the
expectednumberof SAsfrom every source.For doing the predictionsthe predictorusesthe doubleexponential
smoothingalgorithmexplainedin Section4. It usesthe valuesof 0.1 and0.01for o and~y respectiely, which
we foundto be appropriatevaluesfor SA rateprediction. For §, the value400and50 areusedfor scheme? and
schemed respectiely. ¢ is high enoughto allow for enoughlegitimateincreasesn the total numberof SAsand
the numberof SAsfrom a source. The detectionmodulethencompareghe predictedvaluewith the actualSA
count.If theactualcountis morethanthe predictedvalue,the deflectionmoduleis invokedto drop SAsfrom the
SA workloads. The deflectionmoduleusesthe droppingpoliciesdiscusse@bove for the threeschemedo filter
SAsfrom theworkloads.

6 Evaluation

In this sectionwe evaluatethethreeattackdetectionanddeflectionschemesliscussedh Section5 againsour
evaluationmetrics:lateny andeffectivenessLateny in detectionindicatesvhenanattackis detectedafterit has
started Effectivenesss usedto evaluatethe percentagef goodSAsnotdroppedby a schemeandthe percentage
of badSAsdroppedby thescheme.
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Figure9: Effectivenesdor schemel againsthe Sapphirevorm.

6.1 Results

Figure9 shaws theeffectivenesof schemel againsthe Sapphiravorm (workloadl). The X-axis of thefigure
plotstimein minutesandtheY-axisdisplaysheeffectivenesvalue. Thefigureshavs two separatéinesthatshav
the percentag®f bad SAsdroppedby the schemeandthe percentagef good SAs not droppedby the scheme.
Although the attackstartsat 50 minutes,it is not detecteduntil 63 minutesinto the workload. This is because
schemel usesa staticthresholdvalueof 7,000to detectattacks.Betweentime 50-63,the numberof SAsin the
network includingthebadonesis lessthan7,000. At time equalto 63, the staticthresholds crossecandscheme
1 detectgheattack.

Oncethe attackis detectedjt begins to drop excessSAs over the 7,000limit. The static thresholdallows
for a certainnumberof bad SAsto be accepted.During the beginning of the attack,the numberof bad SAsis
small. Therefore,a majority of the bad SAs areaccepted.This is why, during the beginning of the attack,the
percentagef badSAsdroppeds low. As the attackprogresseshe numberof badSAsin the network increases.
Consequent|ythe numberof bad SAs accepteds overshadwed by the numberof bad SAsdropped.Therefore
the percentagef badSAsdroppedncreasesluringthe middle of the attack.A similar reasoningcanbe applied
to thedropin the percentag®ef goodSAsacceptedAt the beginning of the attack,the numberof badSAsin the
network is small. Consequentjya highernumberof goodSAsareacceptedAs the numberof badSAsincreases,
only a small percentag®f good SAs are acceptecand a majority of themare dropped. This explainsthe drop
in the percentag®f goodSAs accepted.The reverseof the reasoning&xplainswhy at the endof the attack,the
percentagef badSAsdroppeddecreaseandthe percentagef goodSAsacceptedncreases.

Thestaticthresholdusedby schemel is setsuchthatin thecaseof anMSDPattack themulticastinfrastructure
is capableof handlingthe controllednumberof allowed SAswithout muchdamageHowever, schemel allows a

high numberof badSAsandonly alow numberof goodSAsto beacceptedThis likely resultsin severelossof
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Figurel10: Effectivenesf scheme againsthe Sapphirevorm.

serviceasgroupmemberglo not hearthatsourceshave becomeactive. Moreover, schemel cannotaccommodate
increasedn SA traffic above its staticthresholdbecaus®f legitimateuse.As anexampleof increasedegitimate
SA traffic considerthe legitimatesuge (workload3) shavn in Figure?. In this workload,the numberof SAsin
thenetwork risesfrom the usualvalueof about3,500SAsto peaksof almost5,000SAs. If the staticthresholdor
schemel wassetat4,500for instanceschemel wouldresultin falsepositves. To accommodatehangingrends
asnoticedin theworkload,scheme? relieson dynamicthresholds.Beforediscussinghonv scheme2 performed
againsthelegitimatesuge, we first presenscheme?'s evaluationagainsthe Sapphirevorm.
Theeffectivenes®f scheme againsthe Sapphiravormis shavn in Figure10. Theshapeof theplotis similar
to the oneshavn for schemel in Figure9. However, the lateny involved in attackdetectionby scheme2 is
lessthanone minutewhereschemel's detectionlateny is about13 minutes. Also interestingis that scheme?
achigvesa slightly higherpercentagén droppedoad SAsascomparedo schemel. However, it attainsa lower
percentagef acceptedjoodSAs. Thisis becausascheme2's dynamicthresholdvalueis smallerthanschemel's
staticthreshold.Consequent|ya higherpercentagef bad SAs arerejectedanda lower percentagef good SAs
areacceptedSchemel andscheme? togethercandetectattacksbut cannotdistinguishgoodfrom bad.
Asdiscussedtbefore,scheme couldfalselydetecthelegitimatesuigeasanattack.Next, we presenpurresults
from scheme2's evaluationagainstthe legitimatesuige. Our goalis to shav thatwhile schemel falselydetects
thisworkloadasanattack,scheme2 doesnot. Figure11 shaws theresultsfrom our evaluation. The figure plots
thedurationof theworkloadon the X-axis. The Y-axisplotsthe numberof SAs. Two linesaredisplayed pnefor
theworkloaditself andtheotherfor thepredictechumberof SAsperminuteexpectedoy scheme. It canbeseen
from thefigurethatthesetwo linesdo notintersect. Thisimpliesthatthe predictednumberof SAsasdetermined
by scheme? is alwaysmorethanthe numberof SAsin the network. As the predictednumberis morethanthe
actualnumberof SAs,scheme doesnot believe theworkloadis an attack. Therefore scheme? is successfuin

avoiding classifyingthelegitimatesuige asafalsepositive.
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Figurell: Acceptancef thelegitimatesuige by scheme.

Fromtheabove results scheme performsbetterthanschemel in threeways: 1) scheme? hasalateny value
of lessthan1 minutewhereaschemel's lateng is aboutl3 minutes,2) scheme dropsa highernumberof bad
SAsascomparedo schemel albeitaccompanietly thedroppingof ahighernumberof goodSAs,and3) scheme
2 canaccommodatéor therise andfall in the numberof SAsin its predictions.Therefore scheme2 canbetter
handlecasessuchasthe legitimate suge. However, aswe shav next, the featurein scheme2 thatallows it to
accommodatéor SA trendsworks againstit whenit is usedagainstslow attackssuchasthe slov Ramenworm
(workload?2).

Figure 12 shaws the numberof SAsin the network to be alwayslessthanthe thresholdpredictedby scheme
2. Thereforescheme2 will never detectthe attack. The reasorfor thisis twofold. First, the value$ usedin the
schemesllows for anincreasen the numberof SAsin caseof increasedegitimateuse.However, in this cased
allows for anincreasen the numberof SAsdueto badSAs. The secondeasoris thatthe predictoranterpretthe
increasén SAsallowedby § asarisingtrendin SAs.

To deteciattackssuchasonescausedy theslov Ramenwvorm, permessagevaluationof SA traffic is required
to detectmaliciousbehaior. Suchevaluationcanbeperformedoy schemeshattrackeitherRPor sourcebehaior.
Next, we look athow scheme8 performsagainsthe slov Ramenworm. We have validatedthatscheme3 detects
the Sapphireworm asan attackandalsothatit doesnot falsely detectthe legitimate suige asan attack. In the
caseof the Sapphirevorm, scheme3 detectgheattackwithin oneminute.Also, scheme3 achieves100%drop of
badSAsand100%acceptancef goodSAs. This is becausefor the Sapphirewvorm, all the sourceghatcaused
bogusSAsto be generatedverehoststhatwerenot active participantdbeforethe attacktook place.As they were
not active participantdhesehostsnever generate@ry goodSAs. As aresultall the SAsgeneratedby thesehosts
werebadSAsandarethereforedropped Notethatevenin the 1 minuteintenal whenthe attackis detectednone
of thebogusSAsareacceptedor transmissiorio downstreamMSDP peers.Thisis becauséSDPrelieson the

periodicretransmissionf MSDP SA messagesl hereforeall incomingSA messagearefirst bufferedin the SA
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cacheof the routerandarethenretransmittednly at the startof the next retransmissioperiod. This wait-time
experiencedy all SAsbeforeretransmissiomllows schemes to dropall bogusSAsimmediatelyafterdetection.
Therefore scheme3 achieves 100%valuesfor both effectivenessametrics. With the legitimatesuige, theincrease
in the numberof SAswerefor new sourceghatjoinedthe well knovn multicastgroupsstreamingtraffic from
sourcedike CNN.com. Eachnew sourcegeneratec small numberof SAs, lessthanthe thresholdallowed by
scheme. Thereforescheme3 doesnot detectthelegitimatesuige asanattack.
Figurel3shavstheeffectivenes®f scheme in detectingheslov Ramernworm. Theattackstartsattime equal
to 50 minutes.Thelateng involvedin detectingheattackis lessthanl minute.As soonasthe attackis detected,
themalicioussourceidentifiedby scheme8 is blocked. As a consequenceaioneof thebadSAsadwertisedby the
malicioussourceareaccepted.This is why the percentagef bad SAsdroppeds 100%throughout. The source
identifiedasmaliciousalsoad\ertises122goodSAs. Thesearealsodroppedbecausaschemed's SA drop policy
saysthatwhena malicioussourceis detectedall SAs from the sourceare dropped. Therefore the percentage
of goodSAsacceptedy scheme3 reducedo about96%. If the malicioussourcenever actuallytransmittedary

goodSAs,thepercentagef goodSAsacceptedvould have been100%.
6.2 Discussion

We have madea numberof obserationsbasedon the evaluationresultspresentecébove. Below, we organize
our obserationsinto two catejories: obserationsrelatedto attackdetectionand obserationsrelatedto attack
deflection:

Attack Detection Schemel relieson a staticthresholdfor detectingattacks. If the staticthresholdis settoo
low, thereis the possibilitythata legitimatesuige canresultin afalsepositve. Onthe otherhand.,if thethreshold
is settoo high, it is possiblefor subtleattackslike the slov Ramerworm to go undetected The thresholdvalue
shouldbe setbasedon monitoring SA traffic and determininga valuethatis not too high to let subtleattacks
throughandnottoo low to generatdalsepositivesfor legitimateusage Staticthresholdshowever, areinherently
susceptibldo intelligentattacks.Detectingattackgust usingstaticthresholdds, therefore quite proneto errotr
Theadwantageof staticthresholdss thatthey cancontrolandtherefordimit the numberof SAsbeingexchanged
betweerMSDP peers Moreover, it is easyto implementandalreadydeplg/edin theInternet.

Scheme2 andscheme3 rely on dynamicthresholdgor predictingSAs expectedevery minute. We saw that
scheme2 fails to detectthe slov Ramenattackbecausets ¢ value allowed for the increasein the numberof
bogusSAs to affect the thresholdvalue. As a result, the predictionschemeinterpretedthe increaseas a valid
changen trendandthe attackwentundetectedIf the § valueweresetto sucha low valuethatthe slow attack
would be detectedthe thresholdmight not be dynamicenough andlegitimateincreasesasseenfor traffic suige
noticedafterthe “9/11” incident,might be falselyidentifiedasanattack. Scheme3, on the otherhand,wasable
to detectthe slov Ramenattackbecausét usesa persourceanalysisof thereceved SAs. However, theresource

requirementgor scheme3 arequite high becausét needgo calculateandkeeptrack of thresholdgor eachand
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every source. To reducethe resourcerequirementf scheme3, one possiblesimplificationis to predictone
thresholdfor all sourcednsteadof persourcethresholds. AnothersimplificationWould be to predictthresholds
basedon sourceprefixes. It is importantto note,however, thatalthoughresourceequirement$or suchmodified
schemesreconsiderablyower, thesemodificationamaybe detrimentato characterizatioaccurag.

Although schemes is effective againstthe slov Ramenworm, the sameworkload but with distributed SA
generationcan always trick it into not detectingthe attack. Although sucha distributed attackis difficult to
orchestratei is importantto know thatevenschemes is not perfectin its attackdetectioncapability

Basedon the agumentsabove, we believe that a “sieve” approachcould be adoptedas an attackdetection
solution. In the “sieve” approachsereral of the schemesliscussedn Section4 couldbeappliedsimultaneously
For example,oneapproacttouldbeto usedynamicthresholdsn additionto settinga staticthreshold.In the case
of theslow Ramenattack the dynamicthresholdmightfail to detecttheattack,but atleastwe areguaranteethat
thestaticthresholdwould detectthe sameattackandsubsequentlgontroltheflow of SAsin the network.

Attack Deflection The effectivenessof schemel dependsentirely on the staticthreshold. With the dynamic
thresholdschemesthe thresholdcanbe sethigh or low by changings. If thethresholdfor ary of theseschemes
is high, a high percentag®f good SAswill be acceptedanda low percentagef bad SAswill be dropped.On
theotherhand,if thestaticthresholds low, alow percentagef goodSAswill beacceptedandahigh percentage
of badSAswill bedropped Anotherobserationis thatthe droppingpolicy significantlyaffectsthe effectiveness
of ascheme Schemel andscheme? usea nawve droppingpolicy. Thedroppingpolicy dropsall SAsabove their
threshold. Scheme3 blocksall SAs from the sourceidentified as malicious. The effectivenessof the schemes
couldbe furtherimproved, however, with the help of intelligentdroppingpolicies. For example,if “Last In First
Out” (LIFO) policy is usedthelatestentriesin the SA cachewould bedropped.Thiswill increasehe probability

thatthe oldergoodSAsin the cachearemaintainedandthe newer badSAsaredropped.

7 Conclusions

Multicastis vulnerableto varioustypesof denialof serviceattacks.In this papeywe have looked at oneclass
of DoS attacksrelatedto the Multicast SourceDiscovery Protocol(MSDP). MSDP attacksare extremely easy
to launchandhave widespreadepercussionthatcanhave crippling effectson the multicastinfrastructure. DoS
attackscausedby the Ramenand Sapphireworms are specificinstancesof attacksthat have alreadyexploited
theweaknesse® MSDP. As multicastachiezesubiquitousdeploymentandis widely usedin the future, attacks
specificallytagetedagainstMSDP arelikely to becomecommon-placeEffective attackdetectionanddeflection
solutionsare,therefore needed.

Solutionscurrently exist to prevent MSDP DoS attacks. Thesesolutionsrely primarily on ratelimiting asa
measureo limit SA storms.We shavedin this paperthatsuchsolutionsarenot effective in preventingattacksfor

two main reasons First, suchsolutionsrely on staticthresholdghat needmanualchangesas SA traffic profiles
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change Secondthesesolutionsresortto indiscriminatedroppingof SAswithout prior SA characterization.

To overcomeproblemswith existing solutions,we have proposedseveral schemeshathave a variedrangeof
sophistication.The main principle usedby theseschemess thatthey rely on adaptve thresholdgo learnfrom
MSDP usagetrendsandautomaticallyadaptto changingtraffic patterns.In addition,oncean attackis detected,
theseschemesely on SA characterizatioto selectvely dropbogusSAs. In choosingvhich oneof theseschemes
to deplog, performanceand effectivenesstradeofs needto be considered.While the simpler schemesequire
only low processingcapabilitiesthey are, however, lesseffective as comparedo the more complex schemes.
The complex schemeganbe very effective in preventingthe attacks. However, they requireconsiderablhyhigh
processingapabilitiesn additionto higherstatemaintenance.

In this papey we looked only at classe®f solutionsthatcanbe appliedwithout modifying the existing MSDP
protocolspecificationMSDPis vulnerableto DoSattackshecausé relieson afloodingmechanisnmo exchange
SAs. Additionally, a majority of thesesourceadwertisementsare useless¢o mary domainsthat receve them
becausdhey generallylack receversthat areinterestedn thosesources. This leadsusto believe that MSDP
in fact could be modifiedto usea selectve SA forwarding policy insteadof the flooding modelit usestoday
Modifying MSDP to male it more secureandscalableis importantfor the stability of multicastin the Internet.
Useof MSDPwill continueuntil alternatemulticastrouting protocolsthatdo not needMSDP aredeplo/ed. As
this doesnot seemlikely for mary years,securingSDP needgo be addressedsoonerratherthanlater Finally,
while the securityconcernsandthe solutionswe have discusse@respecificto multicast,the lessondearnedcan

beappliedin solvingproblemsn otherevolving network services.
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Figurel2: Failureof scheme in detectinghe slov Ramenworm.
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Figure13: Effectivenes®f scheme3 againsthe slov Ramenworm.
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