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Abstract

A lack of mechanismsto monitor and manage multicastnetworkshasadverselyaffectedprogressin several
areascritical for successfuldeployment.Onesuch area involvesdiscoveringandsolvingmulticastsecurityvul-
nerabilities. Althougha numberof vulnerabilities exist, the mosttroubling are a setof easilyexploitedDenial-
of-Service(DoS)attacks. Themain reasonfor this concernis that theone-to-manynature of multicastcansig-
nificantlymagnify theeffectsof theseattacks. AmongthepossiblemulticastDoSattacks,thosethat target thethe
MulticastSource DiscoveryProtocol (MSDP)canbemostdamaging. MSDPvulnerabilities are unusuallyeasy
to exploit andcanleadto infrastructure-widedamage. In this paper, our goal is to developa securityframework
that protectsagainstDoSattacks throughdetectionandthen“deflection”. In developingour framework,wefirst
examinethevulnerability of multicastprotocols,to DoSattacks.Weusedatacollectedwith our globalmonitoring
infrastructure, Mantra, to analyzethe nature and effectsof attacks that havealreadyoccurred. We thencreate
additional,morevirulentstrains.Finally, weproposea familyof solutionsto detectanddeflecttheeffectsof each
attack. Our techniquesareevaluatedbysimulatingtheir effectivenessagainstbothrealandsimulatedworkloads.

Keywords: MulticastSecurity, NetworkSecurity, DoSAttacks,MSDP, MulticastMonitoring, NetworkManage-
ment

1 Intr oduction

Assuringthereliableandefficientoperationof themulticastinfrastructurerequiresmechanismsto manageand

monitoracomplex systemof protocolsataninter-domainlevel. However, thereis only limited work in developing

network managementandmonitoringsystemsthataresuitablefor this purpose[1]. Most of theexisting systems

areeithernot up to datewith currentdevelopmentsand/orhave limited applicationscope.Theutility of current

systemsis especiallylimited both in monitoringsecurityvulnerabilitiesaswell asin providing informationthat

canbeusedto deterattacksin realtime.

Securingthe infrastructurefor a new servicelike multicastshouldbe an integral componentof any effective

managementsolution.Amongthefew multicastmanagementsolutionsthatdoexist[1], almostnoneincorporates

mechanismsto provide security. As a result,many multicastsecurityvulnerabilitieshave beenneitherdiscovered

nor rectified[2]. Furthermore,althougha growing numberof network administratorsaredeploying multicast[3],

without effective monitoringandmanagementmechanisms,operationalexperiencein how to detectandcontrol

attacksis oftenlacking.
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A lack of effective mechanismsfor monitoringandmanagingnetwork securityis moredamagingfor emerg-

ing Internettechnologieslike multicast. Newer technologiesaretypically morevulnerableto securitybreaches

becausetheir protocolsarein theearlystageof developmentandareneitherwell-designedto handleattacksnor

testedin realattacksituations.In thespecificcaseof multicast,securityvulnerabilitiesanddamagefrom attacks

canbesignificantlygreaterthanfor otherevolving services.This is becausemulticastnetworksoperateon top of

theexisting Internetinfrastructureand,asa result,inherit mostof thesecurityproblemsof thecurrentInternet.

Moreover, asthemulticastservicemodelis fundamentallydifferentfrom theunicastmodel,multicastnetworks

introduceseveraladditionalvulnerabilities.

Amongknown multicastsecurityproblems,vulnerabilityof the infrastructureto Denial-of-Service(DoS) at-

tacksis of primeconcernandthemainfocusof thispaper. Therearetwo mainreasonsfor thisconcern.First, the

broadcastnatureof multicastmagnifiestheeffectsof DoSattacksby amagnitudeequalto thenumberof receivers.

Incidenceshave alreadyoccurredin recentyearswheresimpleattacksweremagnifiedto sucha degreethattheir

effectwasinfrastructure-wideandcrippling. Second,sincemuchof themulticastinfrastructureuseslinks andde-

vicesthatprovidebothunicastandmulticastconnectivity, aDoSattackthatexploitsthevulnerabilitiesof multicast

canpotentiallyhampertheroutineoperationof otherservicesin theInternet.

In this paper, we investigatesomeof the securityvulnerabilitiesof the existing multicastinfrastructure.We

focusspecificallyon thevulnerabilitiesof theMulticastSourceDiscovery Protocol(MSDP)[4]. MSDPis a good

placeto startbecause:(1) it hasalreadybeenattacked,(2) it is key to theoperationof thecurrentinfrastructure,and

(3) it providesinsightinto how otherevolving Internetservicescanbeprotected.Ourstudyof MSDPDoSattacks

first analyzeshow thedifferentcharacteristicsof theprotocolcanbeexploitedfor attacks.This is followedby an

investigationinto theeffectsof two differentMSDPDoSattacksthatseverelyhamperedmulticastoperation,the

first in January2001,andthesecondin January2003.Theseinvestigationsarebasedonanalysisof datacollected

from several importantlocationsin the network throughour global monitoring infrastructure,Mantra[5, 6, 7].

Usingthis analysis,we evaluatethedifferencesbetweenthe two attacksandidentify thebasiccharacteristicsof

eachof theattacks.We,then,devisemorevirulentattacksthatcanaccomplishthesamedamagebut areharderto

detect.

Our work to developsolutionsagainstMSDP-basedDoSattacksfocuseson guardingagainstthe typesof at-

tacksthat have alreadyoccurredaswell asagainstmorevirulent strainsthat could exist. We describeseveral

mechanismsfor detectionanddeflection; i.e. counteringtheeffectsof variousstrains.Our solutionsusestraight-

forwardanomalydetectionschemesthatarelesscomplex thantheschemescommonlyusedfor attackdetectionin

conventional(unicast)networks[8]. Thesimplicity of our solutionskeepstheir resourcerequirementslow, which

makesour solutionsviablefor operationevenwithin corenetwork routers.Nevertheless,our solutionscanlearn

from MSDP usagetrendsandautomaticallyadaptto changingtraffic patterns. In the latter half of this paper,

we evaluatethe effectivenessof someof thesesolutionsby first modelingworkloadsfor attacktraffic andthen

simulatingthesolutionresponse.
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The restof the paperis organizedasfollows. In Section2 we give a brief overview of the vulnerabilitiesof

themulticastinfrastructureandwork in securingit. Section3 investigatespossibleDoSattacksthat exploit the

vulnerabilitiesof MSDP. In Section4 we describeour mechanismsfor detectinganddeflectingtheseattacks.In

Section5 we describethesetupthatwe have usedfor evaluatingthesemechanismsincludingworkloadsandour

simulator. Evaluationresultsarepresentedin Section6 andthepaperis concludedin Section7.

2 Inter-Domain Multicast and its Vulnerability to Attack

Sinceits creation,themulticastinfrastructurehasundergoneseveral fundamentalchanges:from adensemode

overlaynetwork–calledtheMBone–tonative sparsemodedeployment,andfinally to the latestefforts in thedi-

rectionof SourceSpecificMulticast(SSM)[9,10]. Duringtheearlyyears,thefocuswasonprotocoldesignissues

liketheefficientcreationof distributiontrees,congestioncontrol,reliability, androbustness.Morerecently, efforts

areconcentratedondevelopingnew groupparadigms,debuggingexistingprotocols,andensuringwidespreadde-

ployment. As a resultof theseefforts, multicastprotocolshave matured,widespreadacceptancehasgrown, and

deploymenthasincreased[3]. However, amidstthesedevelopments,work in securingthemulticastinfrastructure

hasbeenlargelyoverlooked.

In the currentinfrastructure,mostof the multicastprotocolshave at leastsomesecurityvulnerabilitiesand

securityproblemsexist in every aspectof the topology, from end-hoststo corerouters. In this section,we list

someof thesesecurityproblems,discusshow variousvulnerabilitiescanbeexploited,anddescribetheeffectsof

someof the attackson the operationof multicast. We begin by presentingan overview of the operationof the

currentinfrastructure.

2.1 Operation of Curr ent Multicast Infrastructur e

Multicast is a network model for one-to-many and many-to-many delivery of high-bandwidthstreamsin a

scalableandbandwidth-efficient manner. This modelusesthenotionof a logical groupof participants,calleda

multicastgroup, thatareinterestedin contentbeingsentto them.Eachsuchgroupis identifiedusingaClass-DIP

addressthatis usuallychosenat thesenderhost.Thesendersimplysendsdatapacketsto agroupandthenetwork

forwardsthemto theparticipantsof thatgroupby replicatingthesepacketsatappropriatenodesin thetopology.

Most of the currentinfrastructureonly supportsa servicemodelcalledAny SourceMulticast (ASM). ASM

primarily relieson four protocols[11]: the InternetGroupManagementProtocol(IGMP)[12], theProtocolInde-

pendentMulticast (PIM) protocol[13], the Multicast BorderGateway Protocol(MBGP)[14], andthe Multicast

SourceDiscovery Protocol(MSDP)[4]. MBGP actsasan inter-domainrouteexchangeprotocolthat allows the

propagationof reachabilityandpathinformationacrossdomains.PIM usesthis routeinformationto createand

managedistribution treesthroughwhich datais transferredfrom source(s)of a groupto its participants.Hosts

initiate groupjoin andleave operationsusingIGMP. Finally, MSDPactsasa sourceannouncementprotocoland
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Figure1: Multicastdatadelivery in ASM.

is responsiblefor propagatinginformationaboutactive sourcesacrosstheentireinfrastructure.

Figure1 presentsa simpleillustrationof thestepsinvolved in theprocessof multicastdatadelivery in ASM.

Whena source(S) startstransmittingdatato a group(G), theFirst Hop Router(FHR) for thesourcegeneratesa

PIM registermessagecorrespondingto thesource-grouppair, usuallyreferredto as(S,G).This registermessage

is sentto thePIM RendezvousPoint (RP) thatalsoactsasanMSDProuterfor thedomain.Fromhere,through

theexchangeof MSDPSourceActive (SA) messages,informationaboutthesourceis propagatedto therestof the

infrastructure.Whena host(R) wishesto receive thecontentbeingtransmittedto a particulargroup,it sendsan

IGMP join requestto its own FHR.TheFHR, in turn,sendsa PIM join messageto theRPin its domain.Finally,

thePIM distribution treeis extendedto thereceiver sothatis startsreceiving datafrom thesource.

Oneof thebiggestdrawbacksof thecurrentdeploymentis that it requiresnetworks to have knowledgeabout,

and maintainstatefor, all multicastsourcesthat areactively sendingtraffic to any group. This knowledgeis

critical, becausein order to supportmany-to-many datadelivery, networks must assumethe responsibilityof

knowing theIP addressesof a group's source(s).This responsibilityis satisfiedvia thefunctionalityprovidedby

MSDP. MSDPpropagatesandmaintainsinformationaboutall active sourceswithin the infrastructure.Not only

doesthis resultin addedoverheadfor network devices,but, aswewill soondescribe,is oneof themainmulticast

securityvulnerabilities.
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2.2 Security Vulnerabilities in Multicast

Multicasthasnotbeendesignedwith muchthoughtto security. Justlikeunicast,multicastallowssomesecurity

mechanismsto bebuilt on top of existing protocols.However, progressin developinganddeploying suchmech-

anismshasbeenquite slow. Existingmulticastsecurityproblemspertainto threeareas:(1) securingdatafrom

eavesdroppers;(2) providing admissioncontrol;and(3) securingprotocolcontrol traffic. Thesearedescribedin

furtherdetailbelow.

Securingdata from eavesdroppers: Oneof theelementarysecurityproblemsthatarisesin multicastnetworks

pertainsto securingdatafrom eavesdroppers.Althoughthis problemis thesamefor unicastnetworksaswell, it

becomesharderto solve for multicastbecauseconventionalsolutionslike IPsecandotherencryptionmechanisms

cannotbeeasilyappliedto multicastdatadelivery. This is thecasebecausesolutionssuchasIPsecrely on key

managementanddistribution relatedtasks.Thesetasksarerelatively easyto performfor end-to-enddatadelivery

in unicast.However, in multicast,thesetaskssuffer scalabilitychallengesdueto largegroupsanddynamicgroup

membership.Work is ongoingin thisarea[15, 16].

Providing admissioncontrol: Admissioncontrol to multicastgroupswould allow a groupmanager, possibly

theprimarysource,to decidewhich hostscouldparticipatein a group.However, no suchmechanismexistsand,

asa result,several typesof attackscanbelaunchedsimply becauseendhostsareableto join groupsarbitrarily.

For example,ahostcanstartsendingbogushighbandwidthdatato apopularmulticastgroupasa form of denial-

of-service.Otherkindsof attacksarepossiblewhengroupsimplementadditionalserviceson top of datadelivery

like congestioncontrolandreliability. A singlegroupmember, incorrectlyclaiminghigh lossor congestion,can

causeasourceto significantlyreduceits transmissionrate.

Securing protocol control traffic : All of the multicastprotocolsusedin the Internettodayhave securityvul-

nerabilities. Thesevulnerabilitiesstemfrom the weaknessesof the control andreportingmechanismsthat the

protocolsuse. Maliciouscontrol traffic canbe injectedinto the network to causeapplicationsat the participant

hoststo malfunction,disruptdatadelivery for the entiregroup,or to flood the network with erroneouscontrol

traffic. IGMP's securityproblemsexist becausethequerymessagesandmembershipreportsthat it usescanbe

spoofedto createinaccuratestateaboutgroupmembership.For example,forgedleave messagescancausethe

generationof numerousbogusquerymessagesfrom therouter. Anotherexampleis that forgedjoin messagesor

membershipreportscancausea routerto createandmaintainunnecessarystate. For PIM, forgedcontrol mes-

sagescanbe usedto alter the structureof multicastdistribution treesandalso to hamperthe datadistribution

acrossthem. Vulnerabilitiesin MBGP aremainly dueto thesusceptibilityof theunderlyingBGPprotocol[17].

Finally, vulnerabilitiesin MSDPexist becausecontroltraffic–SourceActive(SA) messages–caneasilybespoofed
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andsentthroughouttheinfrastructure.Therefore,a singlemulticasthostcancausea largenumberof bogusSAs

to begeneratedandsentto every MSDProuterin theinfrastructure.Although,this is a very basicDoSattack,it

canhave widespreadnegative repercussions.

3 Vulnerabilities of MSDP to DoSAttacks

Identifying thevulnerabilitiesof MSDPis a critical needin securingthemulticastinfrastructure.MSDPvul-

nerabilitiesstandout becausethey are very easyto exploit and becausethe scopeof their effects is typically

infrastructure-wide.With very little effort, MSDP peersand,even worse,the whole multicasttopologycanbe

incapacitatedwith excessload.

In this section,we first describethegeneraloperationof anMSDP-basedDoSattack.Then,we describeinad-

vertentattacksthatwerecausedby two Internetworms:(1) theRamenWorm; and(2) theSapphire Worm. Bothof

theseattacks,althoughthey did not intendto affectmulticast, triggereda largeSA stormin theinfrastructure.We

describetheoperationof theseworms,analyzetheeffectsthat they hadon theMSDPinfrastructureanddiscuss

theirdifferences.Finally, wegeneralizethesedifferencesto presentcharacteristicsof attacksand,thus,identify the

factorsthatcanbevariedto generatedifferent“strains” of attacks.An understandingof possibleattacksthrough

the studyof thesewormsandthe subsequentgeneralizationssetsthe stagefor the following sectionwherewe

developpossibledetectionanddeflectionsolutions.

3.1 Operation of MSDP-BasedDoSAttacks

Most MSDP-basedDoSattacksaim to incapacitatethenetwork by flooding it with bogussourceactive (SA)

messages.In this respect,a particularvulnerability of MSDP is that any host on an MSDP-enablednetwork

canstartaninfrastructure-wideattackwith minimal effort. This is becauseof two fundamentalcharacteristicsof

MSDP:(1) every time a sourcein a multicast-capablenetwork first sendsanIP packet to a new ClassD address,

anMSDPpeerin the domainsendsa correspondingSA announcementto all of its peers;and(2) every MSDP

peerbroadcastsall SAsit receivesto every otherconnectedMSDPpeer. Thefirst operationallows generationof

bogusSAsand,hence,makesinitiating anattackeasy. ThesecondoperationenablestheseSAsto bepropagated

acrosstheentireinfrastructure.Therefore,asinglehostcanmake its localMSDPpeergeneratea largenumberof

SA announcements,flood themulticastinfrastructurewith theseannouncements,andcauseevery MSDPpeerto

processthesemessages.

Figure2 illustratesanexampleof thiskind of attack.A hostcansendonepacket to eachof a largesetof Class

D addressesin quicksuccession.Regardlessof thesizeandcontentsof thesepackets,theFirstHopRouter(FHR)

for this hostwill considerthemto be valid andforward themto the RP that is the MSDP peerfor the domain.

This RPwill thengenerateoneSA for eachuniqueClass-Daddress.Thereon,SA forwardingamongpeerswill

eventuallypropagatetheSAsthroughoutthemulticastinfrastructure.
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Figure2: A simpleMSDP-basedDoSattack.

3.2 PreviousMSDP-BasedDoSAttacks

Onquiteafew occasions,DoSattackshaveoverwhelmedthemulticastinfrastructurewith largenumbersof SA

messages.Theseattackswereconcentratedin January2001andthenagainin January2003.On bothoccasions,

Internetwormswere responsiblefor the attacks. While the former wascausedby a worm calledRamen,the

latterwastheresultof a worm calledSapphire(alsoknown asSlammerandSQLExp)[18].Attackstriggeredby

thesewormsrelied on the basicmechanismthat is illustratedin Figure2. The attackconsistsof a singlehost

sendingdatato a large numberof class-Daddressesandthusfloodingnetworks with bogusSAs. Interestingly,

theseattackswerenot targetingmulticast.Theseworms,intendedto just port-scana randomsetof IP addresses.

While the Ramenworm aimedto discover a particularvulnerability in Linux hosts,scanningby the Sapphire

worm aimedto discover a vulnerableversionof a populardatabaseengine.Regardlessof theoriginal intentions,

thesewormstriggeredafloodof bogusSA messagesbecauseseveralof theaddressesthatthey scannedbelonged

to themulticast(Class-D)addressspace.

We have beenable to gaugethe impact of theseattackson the global infrastructurewith the help of data

collectedfrom multiple routersusingourglobalmonitoringinfrastructure,Mantra[5, 6, 7]. Furthermore,wehave

alsobeenableto substantiateourclaimsthatMSDPDoSattackscanrapidlyspantheentireinfrastructureandcan

have seriousnegative repercussions.Figure3 plots thenumberof SA messagesseenin the infrastructurein the

onemonthperiodstartingonJanuary12,2001.Similarly, Figure4 plotsthenumberof SAsobservedduringa24

hourperiodstartingat4:00PM(PST)of January24,2003.Bothsetsof resultsarebasedon theaggregateview of

MSDPtablescollectedfrom multiple routersat15-minuteintervals.Resultsfor theRamenwormshow thatthere
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Figure4: Effectsof attackbecauseof Sapphireworm(January24,2003).

were40distinctattacksoveraperiodof 20days.During thisperiod,thenumberof bogusSAsgeneratedbecause

of theseattacksrangedfrom 10,000to about45,000.On theotherhand,in thecaseof theSapphireworm, only

four distinctattackswereobserved,all within a periodof 10 hours.Thenumberof bogusSAsrangedfrom just

about5,000for theweakestattackto about34,500at thepeakof themostsevereattack.

ThedifferencesbetweentheRamenandSapphirewormsarenot limited to thesizeof theSA floodsthatthey

cause.Detailedanalysisof ourdatasetsrevealsthatthecharacteristicsaswell astheeffectsof theseattackswere

quitedifferent.First, theClass-Daddressesthatthetwo wormsscannedweredifferent.SAsgeneratedby Ramen

werea contiguous/16 rangeof addresses,i.e. ����� consecutive IP addresses,startingfrom a randomlyselectedIP

address.Addressesfor SAsgeneratedby theSapphireworm werechosenrandomlyusinga linearcongruent,or

power residue,pseudorandomnumbergeneratoralgorithm[18]. Anotherimportantdifferencebetweenthe two

wormswasthenumberof simultaneouslocationsfrom whichtheattacksoriginated.All 40instancesof theRamen

worm originatedfrom differentdomainsat differenttimes. On theotherhand,several instancesof theSapphire

worm attackswere launchedsimultaneouslyfrom multiple locations. As a result their effect on the multicast

infrastructurewasdistributedin nature.Finally, thedurationof attacksin theinfrastructurewasdifferentaswell.

While theeffectsof eachinstanceof theRamenworm wereobserved in the infrastructurefor about30 minutes,

for Sapphire,the durationsvariedfrom 30 minutesto about2 hours. Durationsweredifferentmainly because

someinstancesof theSapphireworm weretriggeredby multiple hostsandattacksfrom all thesesourcesdid not

startat thesametime. Therefore,propagationof theirSA floodsstartedonly oneafteranothercausingtheoverall
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effect to lastlonger.

Another interestingobservation about thesetwo worms is that even thoughthe attacksare short-lived, the

damagingeffectstypically last muchlonger. Given the rateat which bothwormsscanneduniqueIP addresses,

hostscompromisedbyeitherof thewormswouldhavegeneratedtheentireSAfloodin closeto aminute.However,

Figures3 and4 show that SAs from the flood werepresentin the infrastructurefor at least30 minutes. The

reasonis thatMSDPtakestime to propagateSA messagesandwill continueto do so long afteranattackstops.

In essence,the MSDP topology is processingand forwarding the backlogof SA messagesuntil all have been

handled.Moreover, aswe will explain later, oncea routerreceivesbogusSAs, it storesthemin its local cache

prolongingtheeffectsof anattackevenfurther.

3.3 Characteristicsof MSDP-basedDoSattacks

The attackscenariosdescribedthusfar have underlinedthe fundamentalprinciplebehindmostMSDP-based

DoSattacks,i.e. floodthenetwork with bogusSAs.However, differentattackstrainsarepossible.Identifying the

characteristicsof MSDP-basedDoSattacksis thereforeimportantfor identifying the damagea particularstrain

cancause,wherein thenetwork its effectswill bemostsevere,andwhattypeof solutionscanbedevisedto detect

anddeflectit. We have identifiedthreebasicattackcharacteristics:(1) attacksource;(2) SA characteristics;and

(3) SA generationrate.Detailsaboutthesecharacteristics,their importance,andtheir implicationsaredescribed

below:

Attack Source. Informationabouttheattacksourceis importantnot only for identifying malicioushost(s),but

alsofor understandinghow long theattackmight last. This is becausethenumberof externalMSDPpeersfor a

network andits proximity to thecoreof theMSDPfloodingtopologyaffect how severeanattackwill beandhow

quickly it will spread.Goodconnectivity meansanattackwill spreadmorequickly andcreatea larger flood of

attacktraffic. Therefore,the locationof the attacksourcewill decidethe time the attackwill take to propagate

acrossthe infrastructureandhow long bogusSAs will last in the infrastructure.Attackscanbe centralizedor

distributed.Distributedattacksareparticularlymaliciousbecausethey aremuchharderto detectandat thesame

timecangeneratemany morebogusSAs.

SA Characteristics. SA messagesaredefinedby threefields.Theseare:

1. GroupAddress: Class-D,multicastgroupaddressthattheoriginalmulticastdatapacket wassentto.

2. SourceAddress: IP addressof thesourcethatsentthepacket.

3. RPaddress: IP addressof theoriginatingRPthatgeneratedtheSA message.

Of thesethreefields, the groupaddressis easiestfor an end host to manipulatebecauseit simply involves

changingthedestination(Class-D)address.Thenext easiestis thesourceaddressasit canbemanipulatedthrough
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simpleIP addressspoofingthough,SA messageswill only begeneratedfor thosesourceaddressesthatbelongto

theRP'sdomain.Finally, becauseof theMSDPPeerReverse-Path-Forwarding(RPF)rules[4], theRPaddressof

anSA is notsomethinganendhostcaneasilychange.Theonly way to generateSAswith differentRPaddresses

is throughadistributedattackwherehostsfrom multipledomainsparticipate.

SA Generation Rate. Damageby an MSDP-basedDoS attackis directly proportionalto the size of the SA

floodthatit generates.Therefore,themostdamagingMSDPDoSattacksareoneswherealargeof numberof SAs

aregeneratedandpropagatedin averyshortperiodof time. However, if attackscausearapidsurgein thenumber

of SA messages,they arealsoeasierto detect.A morevirulentattackcouldcountersimpledetectionschemesby

increasingthenumberof SAsin theinfrastructureat a slower rate.Althoughthis will eventuallyleadto thesame

numberof bogusSAsbeingpropagated,suchanattackwouldbedifficult to detect.

4 Detectingand DeflectingMSDP-BasedDoSAttacks

A solutionto counteran MSDP-basedDoS attackessentiallyconsistsof two processes:detectionandthen

deflection. While detectionis the processof discovering if an attackis underway and identifying bogusSAs,

deflectionis theprocessfor annullingtheeffectsof anattacksbykeepingbogusSAmessagesfrombeingprocessed

or propagated.Two metricsareavailableto evaluatequality of a detectionanddeflectionsolution: latencyand

effectiveness. Latency is the time that a schemetakesto detectan attackafter it hasstarted.Effectivenessof a

solutionis theeffectivenessof theSA characterizationscheme,i.e. theability to differentiatelegitimate(good)

SAs from bogus(bad)SAs. An effective solutionshouldeliminateall bogusSAs andleave all legitimateSAs

unaffected. Developing sucheffective detectionand deflectionsolutionsis the focus of this section. In later

sectionsweevaluatetheseschemeson thebasisof thelatency andeffectivenessmetrics.

Sincedetectingan attackis the first stepin any solution,devising effective detectionschemesis critical. In

general,detectinganMSDP-basedattackinvolvesidentifying ananomalousincreasein SA traffic by comparing

it to certainthresholds.Different typesof detectionschemescanbe devisedby varying how thesethresholds

arechosen.Two basicoptionsareavailable: static thresholdsandadaptivethresholds. While the former rely

on predeterminedvalues,adaptive thresholdsrely on valuesthatareautomaticallyadjustedto take recenttraffic

trendsinto account.Onceanattackis detected,deflectingtheattackrequirestheability to differentiategoodSAs

from bad.

In the remainderof this section,we discusssolutionsthat provide both detectionand deflection. For this

discussionweclassifysolutionsin two categories:(1) solutionsbasedontheprovisionsavailablethroughexisting

protocol implementationsin routers;and(2) new solutionsdevelopedspecificallyfor counteringMSDP-based

DoSattacksthatcanbedeployedeitherin anexternaldeviceor in therouteritself.
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4.1 SolutionsBasedon Existing ProtocolCapabilities

Existingimplementationsof MSDPprovideconfigurationoptionswhichcanbeusedto alterhow MSDProuters

accept,store,andpropagateSAs. Amongtheseoptions,threeareparticularlyusefulfor detectinganddeflecting

MSDP-basedDoSattacks:(1) SA ratelimiting, (2) SA cachesizelimiting, and(3) SA filtering. Theoperationof

thesethreeoptionsaredescribedbelow.

SA Rate Limiting . Ratelimiting is a techniqueemployed by a router to limit the numberof SAs it accepts

per unit of time on any of its interfaces. Two suchlimits canbe usedassolutionsagainstMSDP-basedDoS

attacks:(1) register message rate limiting; and(2) SArate limiting. Register message rate limiting restrictsthe

numberof registermessagesthatanRPprocesses.As registermessagesoriginatefrom thefirst hoprouterwhena

hostsendstheinitial datapacket (Figure1), this limit canbeusedto reducetheeffectsof aDoSattackoriginating

from within theRP'sdomain.SAratelimiting allows thenumberof SAsthatanRPreceivesfrom its MSDPpeers

to belimited. Therefore,this limit canbeusedto reducetheeffectsof DoSattacksoriginatingin externaldomains.

SA CacheSizeLimiting . MSDP routerscachethe mostrecentlyreceived SAs. The goal is to reducejoin la-

tency for new receiversby maintaininginformationaboutactive sources.In theeventof a DoSattack,thecache

sizeof anMSDProutercangrow tremendouslybecauseof theSA flood. This canhave anadverseeffect on the

performanceof therouter. Not only will memoryrequirementsincrease,processingoverheadrequiredfor cache

lookupswill increasesignificantlyaswell. Furthermore,asbogusSAsmight bestoredin thecachefor a period

muchlongerthantheactualattackitself, theeffect of theattackon therouter's performancecanlastwell beyond

theattack.Routers,therefore,allow limits to beseton thesizeof theSA cache.

SA Filtering . SA filtering is amechanismthatusesAccessControlLists (ACLs) to implementadmissioncontrol

for SAsat anMSDPpeer. Filtersaretypically configuredmanuallyandcanbeusedto block SAson thebasisof

theirsourceandgroupaddressprefixesaswell astheiroriginationRP. All messagesfrom apeercanbefilteredas

well. Althoughfiltering canexplicitly control theflow of SAs, it is not a practicalsolutionagainstDoSattacks.

As mostDoSattacksdo not lastvery long andthecharacteristicsof theattackvary, manuallyconfiguringa filter

to counteranattackmaynotbefeasible.

The advantageof solutionsbasedon existing protocolcapabilitiesis that they aresimpleto useandeasyto

deploy. However, their effectivenessin counteringMSDPDoSattacksis limited. This is primarily becausethey

rely onstaticthresholds.Theireffectivenessis marginalizedfurtherbecausethelimits for thesethresholdsusually

needto beconfiguredmanually. Configurationsare,therefore,tightly boundto the“normal” traffic conditions.If

traffic conditionschangeandthenumberof legitimateSAs increasesbecauseof somelegitimateexternalevent,

staticthresholdscanactuallydodamageto normal,correctoperation.Anotherdrawbackof thesesolutionsis that
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they do not take thecharacteristicsof theSAsinto account.Therefore,onceanattackstarts,goodandbadSAs

aredroppedindiscriminately. Sowhile memoryandprocessingoverloadarecontrolled,denialof serviceis not

prevented.

4.2 ProposedNewSolutions

BecauseexistingprotocolfeaturesarenoteffectiveathandlingDoSattacks,new mechanismsneedto bedevel-

opedthatemploy morepowerful detectionanddeflectionmechanismsandthatareeffective evenagainstsophis-

ticatedattacks.We proposethefollowing four new solutionsin this section:(1) adaptive limits on theSA arrival

rate;(2) limiting theSA generationrateof RPs;(3) limiting theSA generationrateof sources;and(4) signature

detection.

The solutionsthat we proposeemploy simple, yet, powerful detectionschemes.As we will show later in

this paper, they exhibit low latency andhigh effectivenessagainstmosttypesof attacks.Althoughany security

solutionis boundto haveat leastsomeresourcerequirements,thesimplicity of ourschemesreducestheir resource

requirementsand,therefore,makesthemmoresuitablefor securinghightraffic network locationscloseto thecore

of the infrastructure.While low latency andhigh effectivenessarethe two primary goalsbehindour solutions,

our solutionsalsohave somebasiclearningcapabilitiesandcanadaptthemselvesto trendsin SA traffic. To this

end,oursolutions,exceptfor thesignature-basedone,rely ondefiningthresholdsthatcanautomaticallyadjustto

changingtraffic trends.In theremainderof thesectionwe describetheoperationof thesesolutionsfollowedby

a brief discussionof their advantagesandtheir limitations. First, we describetheschemewe usefor generating

adaptive thresholds.

Adaptive thresholdsaregeneratedusingdynamicpredictionof normaltraffic patternsbasedon doubleexpo-

nentialsmoothing.Doubleexponentialsmoothingpredictsthresholdvalueswith thehelpof historicalvalues.A

smoothingconstant,� , decidesweightsassignedto thehistoricalvalues.A secondconstant,	 helpsto accommo-

datechangingtrendsin thenumberof SAs. Theresultantpredictionsactasdynamicthresholdssuchthatwhen

thefrequency of certaincharacteristicsof theSAsexceedthethreshold,anattackis detected.Anotherfactor, 
 ,
allows for variationsin the predictedvaluesto protectexcesslegitimatetraffic from beingflaggedasan attack.

Thevalueof 
 will alsodeterminehow quickly anattackis detected.If thevariationis keptsmall,thenanattack

will bepredictedalmostimmediately. However, asmall 
 canresultin numerousfalsepositives.If morevariation

is allowed,thenumberof falsepositiveswill bereduced,however, thetime to detectanattackwill belonger. We

discusstheimplicationsof thesechoicesin 
 in greaterdetailduringtheevaluationof schemeslaterin thispaper.

Adaptive Limits on SA Arri val Rate. This solution relies on applying an adaptive thresholdto the SA ar-

rival rate. This is thesimplestof theproposedsolutions,andanintuitive improvementon thestaticratelimiting

optionsavailablein therouters.
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Limiting SA Generation Rate of RPs and Sources. The goal behindapplyingadaptive thresholdsto the SA

generationrate is to identify RP(s)andsource(s)that may have beencompromised.This, in turn, canhelp in

identifying a compromiseddevice andcharacterizingSAsoriginatingfrom it asbogus.Identificationof a com-

promisedRPrelieson predictingthenumberof SAsexpectedfrom eachRP. If thenumberof SAsadvertisedby

anRPat any given time exceedsthepredictedvalue,it is believed to bemalicious.Similarly, malicioussources

canbeidentifiedby predictingtheexpectedgroupmembershipfor everysource.OnceacompromisedRPand/or

sourcehasbeenidentified,all of its SAsarecharacterizedasbogusanddropped.

Signature Detection. Previous attacksagainstmulticastcanbe analyzedandsignaturesfor thoseattackscan

bedeveloped.For example,thesignatureof anattackcouldbethedistinctive trendof groupaddressesassociated

with its SAs. TheRamenworm usesa contiguousrangeof Class-Daddresses.Sapphireattacksusea predeter-

minedrandomnumbergenerationalgorithmto chosegroupaddresses.Therefore,if thesignatureof anattackis

known, it canbedetectedquickly andaccurately.

Although the proposedsolutionscanbe very effective in detectinganddeflectingattacks,computationalre-

sourcesfor someof the schemesarequite high. This is becauseapplyingadaptive thresholdson a per-RP or

per-sourcebasiswill requirepredictingthresholdsfor everyRPandsourcerespectively. While thepredictionpro-

cessitself mayhavehighprocessingoverhead,maintainingstatefor thepredictedvaluescanalsoincreasememory

requirements.Becausethenumberof RPsandsourcesin the infrastructurehasbeenconsistentlyincreasing[7],

scalabilitybecomesan issue. Another factor that can limit the usability of thesesolutionsis that they canbe

difficult to deploy. Deploying themon devicesotherthantherouterwould requireinstallingextra hardware. On

theotherhand,deploying thesesolutionsaspartof therouterwouldeliminatetheneedfor additionaldevices,but

wouldrequireimplementingadditionalfunctionality. In spiteof theselimitations,it is importantto notethatthese

solutionsaremoreeffective in detectinganddeflectingMSDP-basedDoSattacksthanthosebasedon theexisting

protocolcapabilities.We have just presenteda subjective analysisin supportof thesesolutions.In Section6, we

provideadetailedquantitative analysis.

5 Evaluation Setup

Our main evaluationgoal is to assessthe effectivenessof varioussolutionsdiscussedabove againstdifferent

strainsof MSDPDoSattacks.To thisend,wehave deviseda threestepevaluationprocess:

1. GenerateSA workloadsfor attacks.

2. Selectasetof detectionanddeflectionsolutionsby choosingfrom amongtheschemesdiscussedabove.

3. Constructasimulatorto analyzetheeffectivenessof theschemesselectedin Step2.

Next, we describetheevaluationsetupby elaboratingon thesethreesteps.We thenanalyzesimulationresults

in thenext section.
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SA Workloads. An SA workloadis achronologicallist of all theSA messagesthatanMSDPpeerreceiveswithin

aspecifictimeperiod.Our goalbehindcreatingtheseworkloadsis twofold. First,wewanttheseworkloadsto be

representative of theactualSA traffic thatanattackwouldgenerate.Second,we wantour workloadsto represent

SA traffic from thepoint-of-view of ageneralnetwork locationthatis at agenericdistancefrom thesourceof the

attack. While the motivation behindthe first goal is clear, the secondis importantbecausetraffic patternsseen

by the routerin a compromisedhost's domainis considerablydifferentfrom anywhereelseandis usuallyeasy

to characterizeasmalicious.Therefore,in orderto devisea solutionthat is independentof theattackorigination

andthat is effective at any genericlocationin thenetwork, workloadsshouldbegenericandshouldtake MSDP

propagationdelaysinto account.

Workloadsusedin thispaperarebasedonactualMSDPSA datacollectedfrom coremulticastroutersusingour

globalmonitoringinfrastructure,Mantra[5, 6,7]. Mantracollectsdataatthenetwork layerfrom multiplemulticast

routersby capturingtheir internalmemorytables.For MSDP, it reliesonstatetablesthatroutersuseto cachethe

SAsthey receive. Workloadspresentedin thispaperarebasedon tablescollectedfrom oneof themoreimportant

multicastexchangepointson theWestCoastof theUnitedStatescalledFederalIntereXchange–West(FIXW). It

is importantto notethatbecauseMantracollectsdatafrom a router's statetablesonly periodically, thedatathat

is collectedis not anexactchronologicalrepresentationof SA traffic seenby therouter. AlthoughSA workloads

arenot a direct representationof Mantradata,enoughinformation is available in the statetablesto overcome

any limitations. We usethe statetablesandour knowledgeaboutMSDP-basedattacksto createrepresentative

workloads. For example,we accountfor SA arrival time with the help of lifetime informationassociatedwith

eachSA.

We constructthreeworkloadsfor usein this paper:(1) a Sapphireworm workload;(2) a hybrid Ramenworm

workloadwith a slow SA generationrate; and(3) a legitimate-surge workload. We decidednot to choosethe

Ramenworm asa workloadbecausetheSapphireworm is moresophisticated.Thefirst two workloadsrepresent

different strainsof attacks,while the last one representsa legitimate increasein multicasttraffic causeby an

externalevent. For eachof theseworkloads,the numberof legitimateSAs during normal operationis in the

rangeof 3,400to 3,900.Attack workloadsvary in termsof therateof increaseof SAsaswell asin termsof SA

characteristics.Thecharacteristicsof eachworkloadaredescribedbelow:

� Workload1 - SapphireWorm: For thisworkload,weusedourMantralogsto identify theRPsthatgenerated
bogusSAsduringtheattackperiod.Wethenusedaninterpolationtechniqueto estimatethenumberof SAs
advertisedperminuteby eachRP. Theestimatednumberof SAsfor eachRPwerethenmadeto originate
from sourcesthat werenot active prior to the attack. We thenaddedthe total numberof SA messages
advertisedby the RPsto createthe Sapphireworm workload. Figure5 shows the characteristicsof this
workload. This workloadis 270minuteslong with theattacklasting170minutes.Theworkloadcontains
about3,600goodSAsthatarere-advertisedeveryminute.Duringtheattack,thetotalnumberof SAsranges
from 30,000-35,000.

� Workload2 - Hybrid RamenWormwith SlowSAGeneration Rate: TheSA characteristicsof this workload
arethesameasthatof theRamenworm, i.e. theaddressesfor thesourceandRPremainthesamewhile
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Figure5: Workload1 - Sapphireworm.

the groupaddressvaries. Figure6 shows the characteristicsof this workload. The workloadhasabout
3,600goodSAs per minute. The peaknumberof SAs during the attackis only about7,000. The attack
representedby this workloadlastsfor about4.5hoursandtherateof bogusSA generationis only 25 SAs
per minute. The peakis, therefore,achieved by re-advertisingall the bogusSAs from the previous cycle
alongwith new ones.Thenumberof SA messagesadvertisedby thisworkloadis substantiallysmallerthan
the SAs advertisedby Ramen.This hasbeendoneintentionallyto introducestealthinto the attack. The
numberof SA messagesis low enoughto possiblypassasanincreasebecauseof legitimateuse.Although
theSA messagesarelow in number, theeffectof thisattackcanstill bequitedamagingbecauseof thecache
buildupof thebogusSAs.
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Figure6: Workload2 - Hybrid Ramenwormwith slow SA generationrate.

� Workload3 - LegitimateSurge: Thisworkloadis basedon legitimateSA traffic noticedafterthe“9/11” in-
cident.Therewasasignificantincreasein thenumberof SAsasreceiversjoinedcertainmulticastgroupsto
receive newsfeedsfrom sourceslikeCNN.com. Evaluatingoursolutionsagainstthisworkloadis important
becausedetectionanddeflectionschemesshouldnot generatefalsepositives for this workload. Figure7
shows the characteristicsof this workload. The workloadhaspeaksof about5,000SAs. The increasein
SAsarebecauseof new sourcesin thenetwork. Thesearenotsourcessendingactualtraffic but arereceivers
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sendingRTCP-stylefeedbackto thegroups.
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Figure7: Workload3 - LegitimateSurge.

Choosing Schemes. In choosingthe schemesto evaluatefrom the onespresentedin Section4, we usetwo

guidelines.First, the schemesselectedshouldrangein termsof sophisticationin detectionanddeflectionfrom

simpleto morecomplex. By choosingschemesin this range,wewill beableto bettercomparedifferentschemes

and also usethe comparisonsasa basisto discussthe tradeoffs involved in choosinga scheme.Second,the

schemeschosenshouldinclude onescurrently available in real world deployments. This gives us the ability

to compareour proposedschemeswith onesthat alreadyexist. Therefore,we choseto evaluatethe following

schemes:

� Scheme1 - StaticRate-Limiting: In staticrate-limiting,a staticlimit is seton theover all numberof SAs
expectedatany instantof time. If thenumberof SAsarriving is morethanthestaticlimit, theexcessnumber
of SAsaredropped.

� Scheme2 - AdaptiveThresholdon the SAArrival rate: In this scheme,an adaptive thresholdis usedto
predictthe total numberof SAsexpectedevery minute. If theactualnumberof SAsarriving exceedsthe
threshold,theexcessnumberof SAsaredropped.

� Scheme3 - AdaptiveThresholdon theSAGeneration rateof Sources: In this scheme,adaptive thresholds
aredeterminedonapersourcebasis.If asourceadvertisesmorethantheSA thresholdsetfor it, thatsource
is consideredmaliciousandall SAsfrom themalicioussourcearedropped.

Scheme1 is the simplestof the schemeswe have chosento evaluate.Also, scheme1 is in usein real world

deployments. Of the remainingtwo schemes,both areschemeswe have proposedfor usein attackdetection

anddeflection.Scheme3 is themoresophisticatedandthemorecomplex of the two. This is because,adaptive

thresholdshave to be maintainedfor each source. Maintainingsuchthresholdsrequireshigherprocessingand

statemaintenancethanthefirst two schemes.We have chosenscheme3 asa per-sourcesolutionover a per-RP
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solutionbecausetheper-sourcesolutiongiveusabetternotionof theupperefficiency boundsachievablein terms

of detectinganddeflectingattacks.

Applying the Schemes. Wetestedour threeschemesagainstour threeworkloadsusingthesimulationframework

illustratedin Figure 8. The figure shows four modules: Parser, Predictor, DetectionModule, and Deflection

Module. All areimplementedasPerlscripts.

Predictor

Parser

SA Workloads

Module
Detection

Module
Deflection

Filtered SAs

SA Counts

SA Counts

Figure8: Simulationframework for evaluationof schemes.

TheparserhandlesourSA workloadsandupdatestwo counters:1) totalnumberof SAs,and2) SAsfrom each

source.Thecountervaluesarepassedto thepredictorandthedetectionmodule.Thepredictorusesthecounter

valuesto predicttheexpectedtotal numberof SAsfor thenext time interval (oneminute). In thecaseof scheme

1, the predictorsimply usesthe staticvalueof 7,000SAs. For scheme2, the predictordynamicallydetermines

the thresholdfor the expectednumberof SAs. For scheme3, the predictordeterminesthe thresholdsfor the

expectednumberof SAsfrom every source.For doingthepredictions,thepredictorusesthedoubleexponential

smoothingalgorithmexplainedin Section4. It usesthe valuesof 0.1 and0.01for � and 	 respectively, which

we foundto beappropriatevaluesfor SA rateprediction.For 
 , thevalue400and50 areusedfor scheme2 and

scheme3 respectively. 
 is high enoughto allow for enoughlegitimateincreasesin thetotal numberof SAsand

thenumberof SAs from a source.The detectionmodulethencomparesthepredictedvaluewith the actualSA

count.If theactualcountis morethanthepredictedvalue,thedeflectionmoduleis invokedto dropSAsfrom the

SA workloads.Thedeflectionmoduleusesthedroppingpoliciesdiscussedabove for the threeschemesto filter

SAsfrom theworkloads.

6 Evaluation

In thissection,weevaluatethethreeattackdetectionanddeflectionschemesdiscussedin Section5 againstour

evaluationmetrics:latency andeffectiveness.Latency in detectionindicateswhenanattackis detectedafterit has

started.Effectivenessis usedto evaluatethepercentageof goodSAsnotdroppedby aschemeandthepercentage

of badSAsdroppedby thescheme.
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Figure9: Effectivenessfor scheme1 againsttheSapphireworm.

6.1 Results

Figure9 shows theeffectivenessof scheme1 againsttheSapphireworm(workload1). TheX-axisof thefigure

plotstimein minutesandtheY-axisdisplaystheeffectivenessvalue.Thefigureshowstwo separatelinesthatshow

thepercentageof badSAsdroppedby thescheme,andthepercentageof goodSAsnot droppedby thescheme.

Although the attackstartsat 50 minutes,it is not detecteduntil 63 minutesinto the workload. This is because

scheme1 usesa staticthresholdvalueof 7,000to detectattacks.Betweentime 50-63,thenumberof SAsin the

network includingthebadonesis lessthan7,000.At timeequalto 63, thestaticthresholdis crossedandscheme

1 detectstheattack.

Oncethe attackis detected,it begins to drop excessSAs over the 7,000limit. The static thresholdallows

for a certainnumberof badSAs to be accepted.During the beginning of the attack,the numberof badSAs is

small. Therefore,a majority of the badSAs areaccepted.This is why, during the beginning of the attack,the

percentageof badSAsdroppedis low. As theattackprogresses,thenumberof badSAsin thenetwork increases.

Consequently, thenumberof badSAsacceptedis overshadowed by thenumberof badSAsdropped.Therefore

thepercentageof badSAsdroppedincreasesduringthemiddleof theattack.A similar reasoningcanbeapplied

to thedropin thepercentageof goodSAsaccepted.At thebeginningof theattack,thenumberof badSAsin the

network is small.Consequently, ahighernumberof goodSAsareaccepted.As thenumberof badSAsincreases,

only a small percentageof goodSAs areacceptedanda majority of themaredropped.This explainsthe drop

in thepercentageof goodSAsaccepted.Thereverseof thereasoningsexplainswhy at theendof theattack,the

percentageof badSAsdroppeddecreasesandthepercentageof goodSAsacceptedincreases.

Thestaticthresholdusedby scheme1 is setsuchthatin thecaseof anMSDPattack,themulticastinfrastructure

is capableof handlingthecontrollednumberof allowedSAswithoutmuchdamage.However, scheme1 allows a

high numberof badSAsandonly a low numberof goodSAsto beaccepted.This likely resultsin severelossof
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Figure10: Effectivenessof scheme2 againsttheSapphireworm.

serviceasgroupmembersdonothearthatsourceshavebecomeactive. Moreover, scheme1 cannotaccommodate

increasesin SA traffic above its staticthresholdbecauseof legitimateuse.As anexampleof increasedlegitimate

SA traffic considerthe legitimatesurge(workload3) shown in Figure7. In this workload,thenumberof SAsin

thenetwork risesfrom theusualvalueof about3,500SAsto peaksof almost5,000SAs.If thestaticthresholdfor

scheme1 wassetat4,500for instance,scheme1 wouldresultin falsepositives.To accommodatechangingtrends

asnoticedin theworkload,scheme2 relieson dynamicthresholds.Beforediscussinghow scheme2 performed

againstthelegitimatesurge,wefirst presentscheme2's evaluationagainsttheSapphireworm.

Theeffectivenessof scheme2 againsttheSapphirewormis shown in Figure10. Theshapeof theplot is similar

to the oneshown for scheme1 in Figure9. However, the latency involved in attackdetectionby scheme2 is

lessthanoneminutewherescheme1's detectionlatency is about13 minutes.Also interestingis that scheme2

achievesa slightly higherpercentagein droppedbadSAsascomparedto scheme1. However, it attainsa lower

percentageof acceptedgoodSAs.This is becausescheme2's dynamicthresholdvalueis smallerthanscheme1's

staticthreshold.Consequently, a higherpercentageof badSAsarerejectedanda lower percentageof goodSAs

areaccepted.Scheme1 andscheme2 togethercandetectattacksbut cannotdistinguishgoodfrom bad.

As discussedbefore,scheme1 couldfalselydetectthelegitimatesurgeasanattack.Next, wepresentourresults

from scheme2's evaluationagainstthe legitimatesurge. Our goal is to show thatwhile scheme1 falselydetects

this workloadasanattack,scheme2 doesnot. Figure11 shows theresultsfrom our evaluation.Thefigureplots

thedurationof theworkloadon theX-axis. TheY-axisplotsthenumberof SAs.Two linesaredisplayed,onefor

theworkloaditself andtheotherfor thepredictednumberof SAsperminuteexpectedby scheme2. It canbeseen

from thefigurethatthesetwo linesdonot intersect.This impliesthatthepredictednumberof SAsasdetermined

by scheme2 is alwaysmorethanthenumberof SAs in thenetwork. As thepredictednumberis morethanthe

actualnumberof SAs,scheme2 doesnot believe theworkloadis anattack.Therefore,scheme2 is successfulin

avoidingclassifyingthelegitimatesurgeasa falsepositive.
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Figure11: Acceptanceof thelegitimatesurgeby scheme2.

Fromtheabove results,scheme2 performsbetterthanscheme1 in threeways:1) scheme2 hasa latency value

of lessthan1 minutewhereasscheme1's latency is about13 minutes,2) scheme2 dropsa highernumberof bad

SAsascomparedto scheme1 albeitaccompaniedby thedroppingof ahighernumberof goodSAs,and3) scheme

2 canaccommodatefor theriseandfall in thenumberof SAs in its predictions.Therefore,scheme2 canbetter

handlecasessuchasthe legitimatesurge. However, aswe show next, the featurein scheme2 that allows it to

accommodatefor SA trendsworksagainstit whenit is usedagainstslow attackssuchastheslow Ramenworm

(workload2).

Figure12 shows thenumberof SAs in thenetwork to bealwayslessthanthe thresholdpredictedby scheme

2. Thereforescheme2 will never detecttheattack.Thereasonfor this is twofold. First, thevalue 
 usedin the

schemesallows for anincreasein thenumberof SAsin caseof increasedlegitimateuse.However, in this case

allows for anincreasein thenumberof SAsdueto badSAs.Thesecondreasonis thatthepredictorsinterpretthe

increasein SAsallowedby 
 asa rising trendin SAs.

To detectattackssuchasonescausedby theslow Ramenworm,per-messageevaluationof SA traffic is required

to detectmaliciousbehavior. Suchevaluationcanbeperformedby schemesthattrackeitherRPor sourcebehavior.

Next, we look athow scheme3 performsagainsttheslow Ramenworm. Wehave validatedthatscheme3 detects

the Sapphireworm asan attackandalsothat it doesnot falselydetectthe legitimatesurge asan attack. In the

caseof theSapphireworm,scheme3 detectstheattackwithin oneminute.Also, scheme3 achieves100%dropof

badSAsand100%acceptanceof goodSAs. This is because,for theSapphireworm,all thesourcesthatcaused

bogusSAsto begeneratedwerehoststhatwerenot active participantsbeforetheattacktookplace.As they were

notactive participantsthesehostsnever generatedany goodSAs.As a resultall theSAsgeneratedby thesehosts

werebadSAsandarethereforedropped.Notethatevenin the1 minuteinterval whentheattackis detected,none

of thebogusSAsareacceptedfor transmissionto downstreamMSDPpeers.This is becauseMSDPrelieson the

periodicretransmissionof MSDPSA messages.Therefore,all incomingSA messagesarefirst bufferedin theSA
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cacheof therouterandarethenretransmittedonly at thestartof thenext retransmissionperiod. This wait-time

experiencedby all SAsbeforeretransmissionallows scheme3 to dropall bogusSAsimmediatelyafterdetection.

Therefore,scheme3 achieves100%valuesfor botheffectivenessmetrics.With thelegitimatesurge,theincrease

in the numberof SAs werefor new sourcesthat joined the well known multicastgroupsstreamingtraffic from

sourceslike CNN.com. Eachnew sourcegenerateda small numberof SAs, lessthanthe thresholdallowed by

scheme3. Thereforescheme3 doesnotdetectthelegitimatesurgeasanattack.

Figure13showstheeffectivenessof scheme3 in detectingtheslow Ramenworm. Theattackstartsattimeequal

to 50minutes.Thelatency involvedin detectingtheattackis lessthan1 minute.As soonastheattackis detected,

themalicioussourceidentifiedby scheme3 is blocked. As a consequence,noneof thebadSAsadvertisedby the

malicioussourceareaccepted.This is why thepercentageof badSAsdroppedis 100%throughout.Thesource

identifiedasmaliciousalsoadvertises122goodSAs.Thesearealsodroppedbecausescheme3's SA droppolicy

saysthat whena malicioussourceis detected,all SAs from the sourcearedropped.Therefore,the percentage

of goodSAsacceptedby scheme3 reducesto about96%. If themalicioussourcenever actuallytransmittedany

goodSAs,thepercentageof goodSAsacceptedwouldhave been100%.

6.2 Discussion

We have madea numberof observationsbasedon theevaluationresultspresentedabove. Below, we organize

our observationsinto two categories: observationsrelatedto attackdetectionandobservationsrelatedto attack

deflection:

Attack Detection. Scheme1 relieson a staticthresholdfor detectingattacks. If the staticthresholdis set too

low, thereis thepossibilitythata legitimatesurgecanresultin a falsepositive. On theotherhand,if thethreshold

is settoo high, it is possiblefor subtleattackslike theslow Ramenworm to go undetected.Thethresholdvalue

shouldbe setbasedon monitoringSA traffic anddetermininga valuethat is not too high to let subtleattacks

throughandnot too low to generatefalsepositivesfor legitimateusage.Staticthresholds,however, areinherently

susceptibleto intelligentattacks.Detectingattacksjust usingstaticthresholdsis, therefore,quiteproneto error.

Theadvantageof staticthresholdsis thatthey cancontrolandthereforelimit thenumberof SAsbeingexchanged

betweenMSDPpeers.Moreover, it is easyto implementandalreadydeployedin theInternet.

Scheme2 andscheme3 rely on dynamicthresholdsfor predictingSAs expectedevery minute. We saw that

scheme2 fails to detectthe slow Ramenattackbecauseits 
 valueallowed for the increasein the numberof

bogusSAs to affect the thresholdvalue. As a result, the predictionschemeinterpretedthe increaseasa valid

changein trendandtheattackwentundetected.If the 
 valueweresetto sucha low valuethat theslow attack

wouldbedetected,thethresholdmight not bedynamicenough,andlegitimateincreases,asseenfor traffic surge

noticedafter the“9/11” incident,might befalselyidentifiedasanattack.Scheme3, on theotherhand,wasable

to detecttheslow Ramenattackbecauseit usesa per-sourceanalysisof thereceivedSAs. However, theresource

requirementsfor scheme3 arequitehigh becauseit needsto calculateandkeeptrackof thresholdsfor eachand
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every source. To reducethe resourcerequirementsof scheme3, one possiblesimplification is to predictone

thresholdfor all sourcesinsteadof per-sourcethresholds.AnothersimplificationWould be to predictthresholds

basedon sourceprefixes. It is importantto note,however, thatalthoughresourcerequirementsfor suchmodified

schemesareconsiderablylower, thesemodificationsmaybedetrimentalto characterizationaccuracy.

Although scheme3 is effective againstthe slow Ramenworm, the sameworkloadbut with distributed SA

generationcan always trick it into not detectingthe attack. Although sucha distributed attackis difficult to

orchestrate,it is importantto know thatevenscheme3 is notperfectin its attackdetectioncapability.

Basedon the argumentsabove, we believe that a “sieve” approachcould be adoptedasan attackdetection

solution.In the“sieve” approach,severalof theschemesdiscussedin Section4 couldbeappliedsimultaneously.

For example,oneapproachcouldbeto usedynamicthresholdsin additionto settingastaticthreshold.In thecase

of theslow Ramenattack,thedynamicthresholdmight fail to detecttheattack,but at leastweareguaranteedthat

thestaticthresholdwoulddetectthesameattackandsubsequentlycontroltheflow of SAsin thenetwork.

Attack Deflection. The effectivenessof scheme1 dependsentirely on the static threshold. With the dynamic

thresholdschemes,thethresholdcanbesethigh or low by changing
 . If thethresholdfor any of theseschemes

is high, a high percentageof goodSAswill beaccepted,anda low percentageof badSAswill bedropped.On

theotherhand,if thestaticthresholdis low, a low percentageof goodSAswill beaccepted,andahighpercentage

of badSAswill bedropped.Anotherobservationis thatthedroppingpolicy significantlyaffectstheeffectiveness

of ascheme.Scheme1 andscheme2 usea naive droppingpolicy. Thedroppingpolicy dropsall SAsabove their

threshold.Scheme3 blocksall SAs from the sourceidentifiedasmalicious. The effectivenessof the schemes

couldbefurtherimproved,however, with thehelpof intelligentdroppingpolicies.For example,if “Last In First

Out” (LIFO) policy is used,thelatestentriesin theSA cachewouldbedropped.Thiswill increasetheprobability

thattheoldergoodSAsin thecachearemaintainedandthenewer badSAsaredropped.

7 Conclusions

Multicastis vulnerableto varioustypesof denialof serviceattacks.In this paper, we have lookedat oneclass

of DoS attacksrelatedto the Multicast SourceDiscovery Protocol(MSDP).MSDP attacksareextremelyeasy

to launchandhave widespreadrepercussionsthatcanhave crippling effectson themulticastinfrastructure.DoS

attackscausedby the RamenandSapphirewormsarespecificinstancesof attacksthat have alreadyexploited

theweaknessesin MSDP. As multicastachievesubiquitousdeploymentandis widely usedin thefuture,attacks

specificallytargetedagainstMSDParelikely to becomecommon-place.Effective attackdetectionanddeflection

solutionsare,therefore,needed.

Solutionscurrentlyexist to prevent MSDP DoS attacks.Thesesolutionsrely primarily on ratelimiting asa

measureto limit SA storms.Weshowedin thispaperthatsuchsolutionsarenoteffective in preventingattacksfor

two main reasons.First, suchsolutionsrely on staticthresholdsthatneedmanualchangesasSA traffic profiles
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change.Second,thesesolutionsresortto indiscriminatedroppingof SAswithoutprior SA characterization.

To overcomeproblemswith existing solutions,we have proposedseveralschemesthathave a variedrangeof

sophistication.The mainprincipleusedby theseschemesis that they rely on adaptive thresholdsto learnfrom

MSDPusagetrendsandautomaticallyadaptto changingtraffic patterns.In addition,onceanattackis detected,

theseschemesrely onSA characterizationto selectively dropbogusSAs.In choosingwhichoneof theseschemes

to deploy, performanceand effectivenesstradeoffs needto be considered.While the simplerschemesrequire

only low processingcapabilities,they are,however, lesseffective ascomparedto the morecomplex schemes.

The complex schemescanbe very effective in preventingthe attacks.However, they requireconsiderablyhigh

processingcapabilitiesin additionto higherstatemaintenance.

In this paper, we lookedonly at classesof solutionsthatcanbeappliedwithout modifying theexisting MSDP

protocolspecification.MSDPis vulnerableto DoSattacksbecauseit reliesonafloodingmechanismto exchange

SAs. Additionally, a majority of thesesourceadvertisementsare uselessto many domainsthat receive them

becausethey generallylack receivers that are interestedin thosesources.This leadsus to believe that MSDP

in fact could be modified to usea selective SA forwardingpolicy insteadof the flooding model it usestoday.

Modifying MSDPto make it moresecureandscalableis importantfor thestability of multicastin the Internet.

Useof MSDPwill continueuntil alternatemulticastroutingprotocolsthatdo not needMSDParedeployed. As

this doesnotseemlikely for many years,securingMSDPneedsto beaddressed,soonerratherthanlater. Finally,

while thesecurityconcernsandthesolutionswe have discussedarespecificto multicast,thelessonslearnedcan

beappliedin solvingproblemsin otherevolving network services.
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Figure12: Failureof scheme2 in detectingtheslow Ramenworm.
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Figure13: Effectivenessof scheme3 againsttheslow Ramenworm.


